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Introduction

2. | ntroduction

About ThisManual

Who ThisManual IsFor

To What Does This
Manual Apply

How ThisManual Is
Organized

Related Documents

ConventionsUsed in This
M anual

Request for Comments

Acknowledgments

This document gies an werview of the functionality of the SyCOS process con-
trol system. It informs the reader about the capabilities and the requirements of
the system. It also informs about some limitations and the impaailures of

the components. The SyCOS (Syte Control System) is a distlifprocess con-

trol system. It is optimized for the typical requirements of a chemical plant in the
fine chemical industnyt is capable of controlling complenultipurpose, multi-
product plants, as well as compkingle purpose plants (batch, continuous or
mixed).

A subset of the SyCOS functionality is used for special applications, such as
cleanroom monitoring in the SyCLEAN system.

For a nev automation engineer it is the ideal sourcewreien information.

The chemists and end users will find it useful for making decisions concerning
the way their plant can be managed.

This manual is applicable to SyCOS, SyCLEAN and 8y8R.

The manual gies an gerview over the SyCOS system and the principal compo-
nents of it. It briefly described the haralwe components.

Then the functionality of the system is described.

The services praded by Syte GmbH (CH-4153 Reinach) are then briefly
described and finally somev@ronmental and electrical requirements, as well as
some &ailability figures are gien.

The whole set of SyCOS Reference Documentation, which describe the func-
tionality of the indvidual components in detail.

TheCour i er fontis used to highlight user inputs, file and directory names, the
name of the system utilities that are included from the operating system com-
mand line.

If you have ary problems with this t¢ contained in this manual or you wish to
make suggestions for impvements then contact the SyCOS Product Support
Group, namely:

Mr. Rolf Breitenstein

Syte GmbH

Seawenweg 5

CH-4153 Reinach, Switzerland

Please praide the full name of the document and ission number
This manual s written by Rolf Breitenstein.
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3. SYSTEM OVERVIEW

SyCOS is a distrilted process control system. This means, that the system con-
sists of seeral diferent units. Each of the units has a designated functignality
i.e. the diferent functions of data acquisition, control and operator axterére
distributed to diferent computers.drachiere integrated control, the diérent
computers (or units) ka to operate together

31. SYSTEM STRUCTURE

The system isuilt around a local area netwk. The diferent system compo-
nents are 'linkd together' through the neti. They exchange all their informa-
tion across the netwk. Each component connected to the oekvis also called
a Node. A system consists of a combination dedint functional units. The
following functional units can be found in a configuration

Process Information Centre (PIC)
Multi Function Controller (MFC)
Process Input/Output Hardwe

File Serer (FS)

Operator Console (OC)

The Netvork (NET)

Personal Computer (PC)

Printers and other diees

ONoO AN

For each project the number of each component is determined by the functional
requirement and the size and comfileof the installation. The smallest possi-

ble configuration consists of 1 PIC and 1 MFC. A typicajdazonfiguration

may consist of 6PICs, 10 to 20 MFCs, 2 FSs and about 20 OCs. There are no
hard limitations, the limits are imposed by the haadwand their performance.
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3.2. SYSTEM COMPONENTS

3.2.1. PIC - ProcessInformation Centre

Each PIC consists of a UNIX or LINUXavkstation with its local disk and a
system console, which may also be used as an operator console.

The PIC is primarily used to & the operator consoles. All functions yided

by an operator console are handled on tivisllén addition, it may also be con-
figured to collect batch protocols and batch trend data. In small configurations a
PIC may also be used towidop the application and dmload it to the MFC (a
function normally found on the FS).

Each PIC in a system canw¥ibetween 1 and 4 Operator Consoles (OC),
although it is recommended togionly 2 (depends on thewer of the vork-
station used to dré the operator consoles. The operator consoles communicate
with the PIC through the netsk.

Each PIC may hee Printers and an Alarnypers connected. Evy windav
contents of an OC can be sent to a Printer for documentation purposes.
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3.2.2. MFC - Multifunction Controller

The MFC consists of a single board computer and oneveraeontrollers
which allov the connection of the process-1/0 hasdey

This unit is responsible for the actual control of the connected process. This
includes continuous control, discrete control, logic control, alarm-detection and
handling, as well as batch control and general sequencing.

Each MFC has a process database loaded, that reflects all the Input/Output con-
nected to this machine. This node-database is part of the 'global process data-
base'.

Each MFC is capable of controlling part of a process with up to about 1000
inputs and outputs (thexact limitation depends on the mixture and comipye
of the process and process-I/O and the processor performance).

Special serial déces, such as motenanagerweighing systems, plant operator
stations may be connected to an MFC using additional controller boards to inter-
face to them.

3.2.3. FS-FileServer

The FS may consist of the same type of UNIX or LINU&rkstation as the PIC
but with laiger disk capacityin lamger plants this may be a redundant eepon-
figuration with special disk arrangements, if required for a highability.

The FS does not serwperator consoles. Its functionality is restricted to Batch
Protocoling and denloading of the SyCOS System and the application so&w
to the MFC.

A seperate FS, not used as part of the production system, should be used for
application softwre configuration and delopment in lage system configura-
tions.

3.2.4. OC - Operator Console

The OC is an intelligent terminal (Xefminal or Thin Client) connected to the
network. In some installations the system terminal of the PIC is used as an oper-
ator console as well.

It provides the interaction for the operator with the control system. Each OC is in
principle capable (if configured in that) to interact with the whole plant.

All access to the information is through tag-names. The operatoriredsf
window oriented and cursor den.

The operator interacts with the system with a mouse ,aral#ll or joystick and
a standard PC-compatibleyboard.

Optionally the OC can be equipped with a Barcode-Reader which is used for
operator identification. Operator Consoles can be installed in control rooms or in
the plant area (in a special enclosure).

3.2.5. The Network

The netvark used for interconnecting all SyCOS computers is a standard Ether-
net netvark. Depending on the throughput requirements ordinary ethernet or
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switched (for high throughput) ethernet components are used.

Depending on the pisical location of the indidual components of the system
different cables in connection with an getstar coupler (using d&rent mod-
ules for the diierent cable types) are used.

Theoretically up to 255 nodes are sl on the same netrk. Practically there
are much less nodes requiredere for \ery lage plants (about 30 to 40). The
network may ceer installations with wide distances (up toesal kilometres).

3.2.6. PC - Personal Computer

Personal Computers may be orated into the system netvk. They can be
used for Recipe Editing, ordinary editing of application filest fites) and gen-
eral data-processing (e.g. by the chemists).

In addition, it is possible to call up a reduced operadmsole functionality on
the PC (using X-Widow emulation softwre). The PC has transparent access to
data stored on the SyCOS's, PICs or FSs.

1.1 9
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3.3. SYSTEM HARDWARE

3.3.1. Process-1/0

The SyCOS has been designed to use standard components vadableaon
the marlet. The philosopphof the system is to use the begitable products
with a good price/performance ratio.

The system is based upon standard basic agét{such as operating system,
networking and graphical support sofive) and therefore the actual haadevor
workstation models used in a project mayywUsually the latest models on the
market can be used (i.e. no outdated hanaws used).

3.32. MFC

The SyCOS supports currently the faliag types of procesaik 1/0:
» Profi Bus DP

* Can Bus (CanOpen)

e Mod Bus (seriell, RS485)

Additionally, SyCOS supports the follang corventional types of process-1/0
hardware:

» Siemens Simatic S5 line

» Systag EXICON I/O

» Bofors Nobel Wighing System
e S&I Motor Manager Systems

333. PICandFS

The MFC hardwre is based on a industrial PC chassis. The type of chassis and
backplane bs may ary from project to project.

The standard MFC contains a CPU (single board computer) the controller
board(s) for the process-1/0O Hardre (profilus or can bs controller).

The CPU- board may contain Intel or AMD CPU as well as Motorala 680xx
Processor (for historical reasons) plus additional controllers such as serial line,
Ethernet, etc.

The MFC may hae a huilt-in Silicon-Disk (of seeral MB) used for booting the
system and to store temporary information.

The MFC has nouilt-in battery-backup. After a peer-failure (of more than
several milliseconds), the memory contents is lost and the MFC has to be
rebooted (which may taka fev minutes, depending on the size of the applica-
tion programs). The use of a UPS (Uninterruptabled?&upply) for the MFCs
is strongly recommended.

PICs and FSs are standard PCs or Hifkstation (for hostorical reasons).dty

11
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machine is equipped with a system console (monochrome or colour) wigta fix
disk drive and the main-memary

The FS is usually configured with more disk-space (RAID disk is recommanded)
than the PIC (for application programve®pment and for batch-protocols).

The following items are\&ilable as options:

» LaserPrinter

* Alarm-Typer (Matrix-printer)

e Colour printer for printing graphics from the OC.
» Barcode Label printer

3.34. OC

The OC is usually an intelligent terminal (Thin Client or &rfinal). If possi-
ble the main console terminal of thenkstation is also used as an operator con-
sole.

Each X-Terminal has itswn processor and memory for the graphic processing.
It connects directly to the netrk. It is equipped with a PC-compatibleyk
board, a mouse, traekball or josstick. Optionally with a barcode-reader

In case the main console of thenkstation is used there are more restrictions for
the actual location where it can be installed/fmmmental restrictions).

Optionally PCs equipped with the appropriate video-card (1280x1024 screen
resolution) and the appropriate X-terminal emulation smféwmay be used
instead of the X-terminals as well as PCs running the LINUX operating system.

3.3.5. Network

The netvark used is standard Ethernet (10/100 Mbit). Igdarconfigurations,
which use the more modern haahe technologyhubs with switching technol-
ogy may be used for higher netik throughput.

The following cable types arevailable:

» Twisted Riir Cable

e Thin Ethernet Cable (max. distance 180 m)

» Fibre Optic Cable (max. distance approx. 2 km)

» Transcerer Cable (max. distance 15m)

e Standard Thick Ethernet Cable (max. distance 500 m)

By using standard netwk components, practically gipossible netark-topol-
ogy can be installed, depending on the local digtidin and emironment speci-
fication of a project.

34. SYSTEM EXPANDABILITY

The SyCOS can easily bgpanded in &rious vays. Because of the modular
structure and the globally kv database xpansions can be made easily
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The following sections describe briefly thefdifent pansions and their conse-
qguences.

3.4.1. Expansion of Process- |/O

At ary time nav process-I/O modules may be added to an MFC (if enough
processing capacityvailable). This requires the configuration of thevipgeces
of hardvare in the process database and the configuratiomdimetion blocks
in the database.

With the necessary care all these functions can be performed on-line, without
having to reload the MFC. All e elements added are immediately accessible
from all of the other nodes in the neik.

3.4.2. Addition of further MFCs

New MFCs may be added to a system configurationatiare. This requires

the update of the global system configuration data. In ordevésthe ner MFC
integrated into the complete neatvk, a restart of all nodes (i.e. MFCs, PICs and
FSs) in the system will be required.

3.4.3. Addition of further PICs

New PICs may be added to a system configurationyatien®. This requires the
update of the system configuration data. In orderve ttze ne PIC integrated

into the complete netwvk, a restart of all nodes (i.e. MFCs, PICs and FSs) in the
system will be required.

3.4.4. Addition of further FSs

New FSs may be added to a system configurationyatiue. This requires the
update of the system configuration data. In orderve bz nw FS intgrated

into the complete netwvk, a restart of all nodes (i.e. MFCs, PICs and FSs) in the
system will be required.

3.5. NAMING CONVENTIONS

There are fe standards with which the user may be concerned:

» Names of the process-sensors and actors are cAll@iNames or justAG's
(alternatvely the term EIL = external loop tag is also usedpd Names in
SyCOS can be up to ten (10) characters in lengthy i@ to start with an
alphabetic charactewhich may be follewed by up to 9 alphabetic characters
or digits in ay mixture. The only special character alked within a tag is
the' ' (underscore).

» The SyCOS usually consists of a number dedént computers on a local
area netwrk. Each computer connected to the rknhas it's wn name
through which it is identified on the neivk, this is the Node-name. A node-
name can be up to 7 characters in length, starting with an alphabetic charac-
ter.

» There are dédces in a netark, such as operator consoles and alarm-typers,

1.1 12
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where alarm information is sent to. The user must be able to reference these
alarm devicesin the application. Each such alarm device has an alarm desti-
nation name assigned. These names can be up to 6 charactersin length and
have to start with an alphabetic character. There are larm devices which are
themselves network-nodes: the operator consoles; and others which are con-
nected to network nodes through either a serial or parallel line.

11
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GENERAL

SYSTEM FUNCTIONALITY

41. GENERAL
The functionality of the SyCOS is distuted wer different components. The
functionality of the diferent components is described in the felly sections.
42. THE MFC AND THE PROCESS- I/0
The MFC is the component of the SyCOS which controls the process. It is con-
nected to the process signals through the process-I/O equipment. On the other
hand it communicates with the rest of the system through itoretennec-
tion.
4.2.1. Processl|/O
The process-I/O equipment establishes the connection to the process signals,
which are analogue or digital electrical signals. Theviddal I/0O-modules con-
vert the process signals into an internal digital representation orerise. v
Analog processing: Analogue input signals will be processed as fedip
» Signal-plausibility test for 4-20mA signals (Loop error).
» Signal linearization with breakpoint table, where the user may also define its
own linearization.
e Corversion into Engineering Units
* On/off scan handling
» Variable input scan-rates (0.25 to 64 seconds)
e Alarm checking. The foling conditions are cheek:
» Limit Checking: Hi/Lo and HiHi/LoLo
» Deviation of Measurement (from Setpoint) checking
» Rate of change checking
» First order digital filtering
* Analogue Input Signals may be simulated either from the operatsiole or
by EXTOL-application programs. This alle easy simulation of process-
signals (plant simulation)
Digital processing: Digital Input (Output) Signals will be processed as fofio

» Signal-plausibility test (Loop error).

» Digital Input inversion (if required)

e On/off scan handling

» Variable input scan-rates (0.25 to 64 seconds)

» Alarm checking. The folling conditions are cheek:
» Deviation between output and feedback ofide (with indvidual timer)
* Input change of state
« Alarm state

11
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» Desired change of state
* Change of state
» Undefined state

+ Digital Inputs and Outputs may be combined to comgkices with up to 8
different states. This pvies eficient av-level interlocking functionality

» Digital Inputs can be simulated either by the operator console or b@EXT
application programs. This alle easy simulation.

4.2.2. Continuous Control

The continuous control package althe configuration of simple to comple
control loop structures. It also als the definition of what is called a Soéve
Sensorused to hold dered measurements (calculated fronygibal measure-
ments). Simple control loops are typically constructed from a Sensor Block, pro-
viding the plysical measurement input, a PID-Block and an Analog-Output
Block. In case of more compiestructures, e.g. a reactor temperature control
system, the whole setup may be formed by a SENSOR block forykeah
measurement and by one teexl CONTR(oller) blocks forming dérent con-

trol loops (direct control, cascaded control, etc.).

Comple structures typically include special control blocks (the most important
one is the general calculation block, in which a formula can freely be config-
ured).

The following functionality is &ailable:

» Construction of compieloop-structures

e Cascaded loop-structures

» Setting of setpoints from operator console and from @X-Bpplications

» PID-control-algorithm with Feed foravd control capability and withavious
options for intgral saturation limitations

« Split-range output capability

* Manipulation of control a&lve output

* Tunable parameters

« Tuning parameters can in particular be calculated and be\aapti
* Setpoint and output limiting

* Setpoint ramping

» Further control algorithms areailable, such as dead - time, lead / lag, high /
low selection.

* The EXTOL-application may loogut the operator from manual intentions
* Monitoring for the follaving types of alarms:

e High/Low alarms

» High-high/Lon-low alarms

» Deviation high/lav (setpoint/measurement) alarms

« Rate of change alarm

* Measurement outside hardve limitation (Loop Error) alarm

* Any occurrence of an error (or the disappearance of it) may trigger a defina-
ble action (EXDL operation), which can then &akare of the situation.

» Reaching a definable gt measurement may also trigger an action @XT

11
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operation - e.g. for a dosing process)

4.2.3. Discrete Control / Logic Control

The discrete control package al®to configure what are called \hees.

A device is a combination of seral digital output and seral digital input sig-
nals to a ne& logical entity (e.g. the combination ofveeal digital \alves and a
pump of a heating/cooling system to one entityich may only hee two states:
ON and OFF) with n& logical states.

Simple digital input and digital output blocks may be defined teigeahe link
to the process harde. These may then be combined te level entities
(devices) such asalves with feedback, or motors with feedback.

On a higher leel a complg device can be defined to priole a nev logical inter-
face to a whole group of entities, which can only beedrio specific combina-
tions of states.

This allavs simple lav level interlocking and a highvel of abstraction.

In addition, simple logical control functions can be implemented through logical
blocks. These alsoark with freely configurable equations. There is no simple
2-state logic, as is normally found on ordinary PLCs.

The following functionality is &ailable:
» Construction of compieinterlock-structures
» Interlocking functions are possible using analogue signals as well
» Activation/deactiation of interlocking functions
» Three hierarchical iels to drve a deice:
» Normal drive through operator console and EX0- applications

» Interlock drive through EXDL-applications (werrides the normal
desired state) or internal logic

» Override drve through operateconsole (werrides both lwer-level
desired states).

» The desired states on alVéds are kpt, and an automatialf-back
occurs, when the highenel states are no longer required.

* The EXTOL-application may loogut the operator from manual intentions
* Monitoring for the follaving types of alarms:

» Hardware malfunction (Loop error) alarms

» Discrepanyg (between desired state and actual state) alarm

» Change of state alarms

» Any occurrence of an error (or the disappearance of it) may trigger a defina-
ble action (EXDL operation), which can then &kare of the situation.

» Elapsed timers may also trigger an definable action (EXdperation).

4.2.4. Alarm handling

There are in general twsources for alarms in the MFC. The first source for
alarms are the control packages, which handle the analogue control and the dig-
ital (discrete) control part of the process signals. The second source of alarms are
the EXTOL-application programs.

1.1 16
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Within the system configuration there ardetiént catgories of alarm destina-
tions defined:

» Alarm-Typer, this can be gndevice connected to a PIC or a FS through a
serial line or a parallel line (typically printers or simple ASCII terminals).
Each Alarm-typer has itsam name.

» Operator Console (or just Console), connected to PICs (remember each PIC
may drive s&eral consoles). Each Operator Console hasiitsrame.

* Log-Files, which are simple files on a disk, be it on a PIC or a FS.

« The Batch-History File (BHF) defined on a PIC and/or a FS. The definition
in the configuration file means, that batch-protocol files are collected on this
node.

» A Pager which is typically a déce connected to one PIC in the whole con-
figuration.

Each alarm message may be sent to one or more alarm destinations.

This is achiged by configuring the appropriate destinations into the process-
database-blocks or to specify them in the appropriate statement in ti@ EXT
application. A special mechanism altermaly allows the specification of alarm
destinations in only one place for a whole unit (where a unit is an internal repre-
sentation of a major unit of the production plant, e.g. a reactor). A total of 16 dif-
ferent alarm destinations can be defined for alarms.

All alarms generated by the control-packages mag Badiferent alarm-leels:
» - Critical alarm (red)
e - Major alarm (yellav)
e - Normal alarm (gan)

Each alarm-type can be assigned to the appropnagkdad may be made acti

or inactve at ay time. The latched alarm function can be applied to get transient
alarms displayed (tlyeonly disappear after the operator has avkedged

them) on an operator console. Alarm detection may be made more ingdiositi
intermittent alarms by defining a delay-period. Only if the alarm is present for
the whole period, it is recognized as an alarm.

Alarm messages generated by the EX¥applications may also fia different
alarm-colours (as for process-alarms). The EXTapplication has total control
over alarms appearing and being reembfrom an operataronsole. Alarms can
be sent, which require aeti acknavledgement by the operatathers don't.

Alarms, whose list of alarm destinations includes BHF (the Batch-History-File),
will automatically be sent to the batch-protocol; currently open and assigned to
the appropriate unit.

In order to allev an operational concept, which does not requirestahonitor
continuously an Operator Console, a pager system may be used. Through the
pager system the operators, supervisors and chemists may bewasglefa
alarms, requests for certain actionsglikanual operations), intemtions

required, etc. A sophisticated mechanismvedldor an escalation procedure in
case no actions are gkwithin specified time limitations.

4.2.5. Batch Control, Sequencing (EXTOL)

The SyCOS pnades a ery paverful tool for batch-applications and for
sequence control in general.

11
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It is a high-leel language (lik C) with special instructions to control a process
and to interact with the function blocks and the process-I/O.

The concept and the wer of the language alles the implementation ofwious
concepts to control/automate a processel@ht concepts va been used to

drive a multipurpose/multi product plant, a single purpose batch plant and a sin-
gle purpose continuous plant.

The EXTended Operation Language (E®I) provides the folleving basic
capabilities:

» Direct access tovery field of the function blocks (process database) through
tag-names and symbolic field-names.

* Powerful set of instructions.

« From simple ariables (lile byte, short, long, float, double, string) to com-
plex variables (lile structures and arrays) akaiable.

» Transparent access toyaglement in the process database or to GBX-flo-
bal-variables in the whole netwk through names, including dynamic con-
struction of a name string at runtime.

» Powerful interaction with the operator through the operatosole.
» True subroutines can be used

» File-1/O capabilities (alsower the netwrk)

« String-handling

» Serial-1/O capability (through serial ports on the MFC)

* Interaction with the process through special commandasPRIVE, SET-
POINT, AUTO, MANUAL, etc.

» Sophisticated runtime errtvandling, preiding system safety (i.e. safe reac-
tion of the system, unless the programetakare)

» On-line deletion and reloading ofyaBXTOL-application

» Source-Leel Delugging-fcility (with breakpoints, single step mode, access
to all data in the system)

An important feature of the implementation of the EX{Tlanguage is theiruilt

in safety In a distriluted system certain errors, which may occur at runtime are
unavoidable. In case the application programmer has not foresgetion in
such an error situation, the system will automatically trigger adefared

safety EXTOL-operation when it occurs. If the error occurs in the safety opera-
tion itself the system atchdog will drop and dre the plant to a hardwe safety
state.

Critical EXTOL operations can subscribe to the systeatchdog for being
monitored by the atchdog. In case of accidental stop of such a critical program
(due to it being stopped, taking too long or an error) the systtnhdog will

drop the hardare watchdog and dve the plant to a hardwe safety state.

A whole package isvailable which allavs the implementation of sewy paver-
ful, recipe-oriented concept using unit-operations. This is used ffr, leom-
plex and highly fl&ible multipurpose, multiproduct plants. The toolsewothe
simple configuration of a recipe by a chemist to the fully automatic control
driven by the recipe-parameters.

All EXT OL application programs can automatically be documented in the form
of a flaw chart. The flav-chart generator tool fd#rs sophisticated mechanisms to
represent the EXDL code in various vays (e.g. present the main controflof

the code only).
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4.2.6. Watchdog

SYSTEM FUNCTIONALITY
PIC AND OPERATOR INTERFACE

Each MFC is continuously monitored by thatehdog program.

This program supervises the function of the system and itriityteThe watch-

dog program generates a pulse-output through a normal digital-output channel
on the process-I/O. This pulse has to be monitored by a specialdnardigice
outside of SyCOS.

In case of a detected malfunction of the system, the pulses are stopped. The
external deice must detect this situation andwdrthe plant to a hardwe-
safety-state.

Critical EXTOL-application programs can also be monitored by the system-
watchdog program. This functionality can beatiéd and deaetited from the
EXTOL-application.

4.2.7. Plant Operator Station (POYS)

A special deice is aailable for simple interaction between the plant operator
and EXTOL application programs. This is through the Plant Operator Station
(POS). It ofers the possibility to displayste(up to approx. 100 lines), to read
keyboard input or barcode input from the POS. Thisnadléor instance to guide
the plant operator through manual operations, to read barcode labelsvirom ra
material (for identification purposes), etc.

4.2.8. Special Devices

Special deices, such as giices connected through serial lines, can berated
into the system. Tlyedo normally need special engineering andgragon
work. Such deices are normally connected to SyCOS through an additional
controllerboard.

43. PIC AND OPERATOR INTERFACE

The PIC is the component of the SyCOS whiclvioles primarily the operator
interface to the system. It also includes the batch-protacditfes, and applica-
tion development &cilities. The PIC is connected to the MFCs and the other
PICs and FSs through the nerk.

4.3.1. Operator Interface

The operator integice is preided through the operator consoles (OC).

A limited number of consoles may be attached to each PIC (depending on the
model of the hardare used). The operatoonsole is based on an Thin Client or
the main system console of thenkstation. The whole inteate uses a windo
technique (similar to applications running under MBdfdws). Seeral win-

dows are gailable to the operator simultaneoydither actrely displayed on

the screen, or minimized to icons. The operator iateruses high resolution
graphics (the resolution is 1280x1024¢18).

Operator Consoles may be locateghaimere in a productiondilding. They can
be located in a central control-room or be distiglol aver the whole plant.
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Authentication /
Authorization:

Group Display:

SYSTEM FUNCTIONALITY
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Each Operator Console has in principal access to all elements in the whole net-
work, if configured this ay.

Most of the operator interaction is acked through mouse-clicks (or the eeps
lent using a traak-ball or a jystick). The lkeyboard is only used, wherggicit
text or explicit numeric input is required.

At ary time the current contents of a particular wiwdar of the whole screen
can be printed onto a printer (preferably a colour printer) or to a normal laser
printer There is only one such printer required in the whole owtyeither con-
nected to a PIC, to a FS or as a retprinter

SyCOS allavs a wide range of access control by the operators. @i@ecess
control, and in particular the authentication (logging in and oatksvcan be
specified diferently for each operator console. This configuration parameters
allow to control the follaving behaiour:

» Authentication of a person is only alled on one single console in the net-
work at aty given time or on seral simultaneously

» Authentication times out after a defined period of ivétgti
» Authentication stays until logged out

» Each actre modification to the system requires / does not require an operator
comment to be entered

» Monitoring is possible/not possible when nobody is authenticated

An operator has to log into the Operator Console (authenticate himself) using his
useridentification (a unique name fovexy person in the plant) and his secret
passwverd. The user id may be read in through a barcodieale

Active access to the system (i.e. entering setpointdndrilesices, changing
limits, etc.) is strictly controlled by the authorization system. The authorization
is granted or not granted according to a three dimensional matrix:

e The person, i.e. the user currently authenticated at the console
* The function to be performed (e.g. set a setpoint)

* The object upon which the function should Reaited (object are in general
equal to units)

Elements in each of the three dimensions can be either defined\atliadly or

may be grouped togethédtris possible to form groups of persons, e.g. a group of
operators, of supervisors, of chemists, of engineers, etc. The same concept
applies to functions, which means one could introduce $ety 3 diierent func-

tion levels (lov-level, medium lgel and high leel). The units of the system are
regarded as the objects, which can also be formed into groups, such as a produc-
tion stages, production streets, etc.

The authorization table defineswexactly who is allaved to do what. The
implemented concept alles to define gry specific profiles for each indtilual
or on the other handewy simple general profiles.

Every interaction of an operator with the system is protocolled in the batch pro-
tocol system with his usédentification and the console from which the action
was undertadm.

Control-loops and deces can be accessed and monitored on the grouge®r f
plate-display This display preides in groups of 10 elementsaéplate repre-
sentation of sensors, control loops andicks. The operator may select the
group required and get all ten elements displayed. Thevialpinformation is
presented to the operator:

* Setpoint, Measurement and analog-output of a control- loop.
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» Measurement of a simple sensor

» Desired and actual states of/aes.

* AUTO/MANUAL status of elements.

» Alarm-status.

* Indication if the currentalue is real or simulated

e Short description of the element.

» Simple real-time trending is included for control-loop tuning

» For each element a detail-winda@an be called, whichgs further detailed
information, such as current limits, current PID-tuning parameters, etc.

» The operator may perform the folng actions through thefeplate-dis-
play:

» Change ver from manual to automatic and vicersa.

» Change setpoints (for control-loops andides).

» Change control-loop output (when in manual mode).

» Open/close cascades.

» Simulate an input for a sensor or for &ide.

» Acknowledge alarms.

» Change ayp parameterwhich is shan on the detail-displayuch as hi/lo-
limits, output-limits, control- loop tuning parameters, etc.

Custom Graphic A graphic display is pnaded to interact with the system through ulseiit
Display: graphics. Graphics can be generated using a highly interagtphics editor

A graphic can beuilt from simple indvidual elements, such as rectangles, cir-
cles, lines, pipes, etcubalso from groups of elements stored in a library (user
defined) and from bitmaps (defined with a bitmap editor).

A wide variety of animation techniques anmdable, such as changing colours,
changing fied tets, changing numbers, changing filkds, overlay of diferent
objects, etc. All process database fields as well as all globaDE>épplication
variables arewailable for the animation of a graphic. In particular striagar
bles from application programs can be displayed on the graphics.

Each graphic consists of 4 ‘planes’. Each plane may contfgredifinforma-
tion. The diferent planes can inddually be switched on andfoflhis allows to
have different details of information on the fdifent planes and faimg a basic
picture on the top plane.

The operator can interact with the elements of the process through the graphics.
If an active zone on the graphic is selectedaceplate winde will pop up,

which provides the identicaldcilities as in thedceplate-display (e.g. set set-
points, drve devices, set outputs, etc.)

Further functions arevailable to interact with the EXJL-application (run/stop
application programs).

System Status: The system status display pides an wervien of the complete netwrk. The
current status (aet, inactve, of-line, etc.) of all PICs, FSs and MFCs isei.
Detailed information about the status of the process-1/0O equipment can be
obtained from an MFC. This goeswdoto the leel of individual channels, their
current state and currently read or writtetues.

Alarm Display: The alarm display (or alarm summary displayMmtes the operator with the
currently actie alarms. Alarm messages from the control-packages and from
EXTOL-application programs appear on a wiwgdwith the most recent mes-
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Batch Trending:

Batch-Protocol:
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sage on top. The operator can ackdealge alarms. Alarms which Y&been
configured so, will generate an audible alarm.

The system may be configured, such that alarm messages are only sent to spe-
cific operator consoles. It is possible tdeliéntiate between 16 thfent desti-
nations in a system. It is therefore possible to assign certain consoles to certain
areas of the plant and only get alarms and operator interactions from one area of
the plant.

In a second winde (within the same display) all interaction requests from the
EXTOL-application programs will appear

There are tw types of interaction: operatdecisions and operatarput

requests. On an operator decision the operator has to select one choice out of a
menu. On the operat@mput request, the operator must enter a number or a
string.

The batch trendingatility allows to store anvalue from the process database in
a batch oriented &y. Control aer batches is completely within the EQT
application programs and therefore contn#robatch trending is also com-
pletely within the EXDL application programs. The definition of which points
are trended in which frequgnand with which accurgds specified through the
execution of EXL instructions, which start or stop trending of indual

points.

The trend displaydkility allows then to display the collected trend information.

It allows to display the trended points imidiually or in groups, out of one batch

or of different batches. The trended data is also related to the batch protocol, i.e.
it is easily possible to correlate specifieets from the protocol with the beha

iour of a particular measurement.

The trend displayaicility allows to display the data in theaywand combination
required, with the resolution requiredarPor whole trend-cues can be stored
as reference data for later inspection or to be used as a comparisoindte/
trend displayTrend cure data may also bemorted for further analysis with
other tools (e.g. EXCEL).

In addition to batch trend data the trend display also supportswoastimc

trend data. These are trend ascollected by inglidual PICs as adhoc trend

data. Such data collection can be defined watiare on ag operator console.

All data collection parameters (such as the sample rate, the deadband, etc.) and
the overall duration of the data collection are specified through a specialwindo
application and may be modified aaime.

Batch-Protocols are collected on disk-files. Batch-Files are opened under the
control of the EXDL-application. The Batch-File iswahys associated with a
unit (the logical representation of a piece of equipment). Theaolfpinforma-
tion is stored in the batch-protocol-file:

* All newly generated alarms and alarms, whictichdisappeared

* Any messages generated within the EXFapplication and sent to the
batch-protocol

» Any operator intergntion on the operataonsole
» Operator comment entered on the console
* Any general system information (e.gatehdog dropped, etc.)

The collection of batch protocol data can be carried out in a redundsgrit is
performed on as mgPICs and/or FSs as configured in the system configuration
file. This allavs to hae these files either on one machine, oo twmore.
Wheneer one of the machines collecting batch protocol data goes aiod
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Configuration:

Application
Development:
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comes up agn its batch protocol data is updated from a redundant PIC or FS.

There is a winde application gailable (PROTOCOL) which allavs the opera-
tor at the console to select a specific batch protocol and to display either all pro-
tocol data or to display selected types of protocol data.

The operateinterface may be configured imsous vays. The follaving tools
are ailable:

» The group-display includes aldilities to customize and configure the
groups. The whole group configuration can also be prepared in a structured
text-file, which has to foller certain rules. Therefore a completélofe
preparation is possible.

» The trend displaydcility allows to define and store trend-display configura-
tions, which can be called @aig at ay time. The will display the trend-data
defined with gactly the parameters when iae/saed.

» A special graphic-editor isvailable for preparing the custom-graphics.

* The application has to be configured, such that the alarm-messages are sent
to the appropriate alarm-destinations. This has to be based upon a carefully
thought @er concept by the end-user (e.g. the chemists).

» The configuration of the authorization and some aspects of the alarm destina-
tion configuration are defined through simpbe fées, which hae to be con-
figured by the system administrator

Application derelopment for SyCOS can be carried out on a FS or on a PIC.

A whole set of tools isvailable for application deslopment. A lot of EXDL-
application deelopment inolves just normal te¢-editing. This can be carried
out on ag machine with a te editor, which allavs transportation of thexefile
to the final SyCOS delopment-machine(s).

One can dikerentiate the follwing development steps andwdopment-verk:

» The system configuration has to be specified ixtfite and processed by a
utility. Most changes of the configuration requires reloading/restarting of all
nodes in the netork.

* The process database is held on oveldpment-system and can only be
modified by one person atyaone time. There is one database for each MFC
in the netwark. A utility provides the capability to configure all the required
data (fill in the blanks).dt laige database, data obtained from a CAE-system
can be used to automatically generate the database for SyCOS.

« All database-configurationavk can either be done locally to the master
database held on thev@dopment-system or it can be done remotely as well
to the currently running MFC. Evything can be done on-line, including
defining n&v elements, introducing aweag-name. The metag will be
immediately knavn and &ailable in the whole netovk.

» The deelopment of EXDL-applications is supported by a set of tools,
including Editor Compiler Loader and Dalgger EXTOL-applications can
be deeloped on the FS or on the PIC. EXI-application deelopment can
be done by seral engineers in parallel.

All application programs can be loaded and replaced on-line, without interfering
with arything else. Changes of common data structures in@Xfequire, that

the whole application has to be recompiled and that all MFCs in thenketw

have to be restarted. This is tecéd possible inconsistencies in the BEX@T
application programs.
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4.3.2. EXTOL Application Development

The derelopment of an EXDL-application is supported by a set of tools. All
programs and tables used in conjunction with EXJapplications are struc-
tured tet-files. The diferent structures required are precisely specified. These
files are prepared usingailable standard x-editors (such as 'vi', 'emacs’, win-
dow-oriented editor). A set of utilities support the translation/compilation of the
data into loadable modules.

For a typical type of application more specific support utilities areiged for
easier handling of all components during the dailyettlgoment vork.

A powerful source-leel delugger supports the application engineer to test out
his application softare. The deligger supports the folldng features:

* Programs can be stopped (and resumed) at breakpoints.
» Single stepping mode

» The contents of allariables and process database fields can be monitored
and altered.

» Programs can be started and stopped.

» Several deligger sessions may be running concurrently iiedint win-
dows, which allevs easy testing of interacting programs.

A revision control system isvailable for the EXDL-application programs and
data to allev strict version control and retn@l of previous \ersions.

4.3.3. Downlodingto MFC

4.4.

There is a primary seev for davnloading to MFCs in a netwk. This is either a
PIC or a FS.

For each MFC on the netsk there ®ists a start-up command file which
describes what has to bewdtdoaded onto the node. This includes all the system
components, as well as the whole EXT-application and the start-up sequence
of the application programs.

As soon as the start-up command fitests, the MFC can be booted aydime
and it will load all necessary programs and automatically start-up the applica-
tion.

Further EXTOL-application programs can bewaadoaded at antime while the
system is running.

FSAND SYSTEM CONFIGURATION

The FS is basically the same machine, running the sameasefw a PIC.

It is configured in such aay, that it does not seevoperatoiconsoles. It has usu-

ally more disk-capacity than the PIC, because all application aaftieel-

oped, including the process-database-configuration for each MFC, is stored on it.
Usually two FSs are installed, where one is the primary one, the other the sec-
ondary one, which seeg as a backup of the first.

The MFC is normally d@nloaded from the FS. Batch-Protocols are collected on
the FS. In case there areataf them, this will be done in parallel on both of
them. This is configurable through the system-configuration file.

General data-processing can be maddable on the FS as well. Special batch
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data processing packages can be added to the system if required.

A special link from SyCOS FSs to axternal data processing systemvaita-
ble. All batch data, i.e. batch protocol messages as well as batch trend data is
transmitted wer a serial connection.

45. OPERATOR CONSOLE

The Operator Console (OC) is basically an intelligent terminal (a Thin Client or
an X-terminal). The terminal itself needs a PIC teelthe operator inteste.

l.e. the terminal on itsven cannot wrk as an operator console. The terminal is
connected to the nebtsk.

Each PIC can be configured to ses&eral Thin Clients as operatoonsoles.

This means, that the configuration in the PIC determines which Thin Client rep-
resents which alarm destination of the system-configuration. It is easily possible
to reconfigure the assignment of Thin Clientsto another PIC and therefore
changing to a diérent alarm destination.

The OC is simply an intelligent terminal for the PICs. The OC can be connected
arywhere to the system netvk. This allavs great flgibility .

If required, the OC is capable of supporting a barcode reader and/or a local
printer

If PCs are intgrated into the system netvk, they may sere as OperateCon-
soles with restricted functionality (siplower resolution). This can be achéel
by implementing a X-terminal emulation softve. PCs running LINUX can be
used as Thin Clients.

46. SYSTEM CONFIGURATION

Configuration of a system is normally performed on a FS or on a PIC (small con-
figuration). The configuration is based upon the requirements specification of the
customer

The requirements specification must describe the characteristics of the plant to
be automated, the total number and preferred grouping of all of the process-sig-
nals. It must specify the process-signal types and the mix of them.

The grouping of process-1/O elements is done according to theifofj@onsid-
erations:

e A minimum of communication should be required between the MFCs.

» All elements, which belong to the same process-unit shouldftadgether
on one MFC.

» Control-loops should be configured in the same node, onlkéapdons a
loop can be bilt using database-blocks onféifent nodes, which are ligd
together across the nedrk.

e The initial layout must alle@ enough spare-resources for further upgrades
and additions.

The user should la a clear concept of theay the plant will be operated.
Where and ho mary operatorconsoles are required. Where anahmoary
alarm-typers are needed. Whether colour printers are required to print out
screen-dumps (operatoonsoles).

A clear layout of the whole installation must baitable. It is vorth noting, that
PICs and FSs may be planned to be installed in an ordirfarg-tike erviron-
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ment.

MFCs are normally installed in seperate rooms (rack mountable 19” chasiss). In
case the process-1/0O is connectde through a fisl(#ng. Profibs DP), then the

I/O hardvare can be distrilied in the plant (according toysical restrictions on
running the Profibs). If corventional 1/O is used, the distance from the MFC to
the I/O may be limited.

4.6.1. Network Configuration

The configuration of the netwk depends on the number of nodes (PICs, MFCs,
FSs, Thin Clients, PCs) connected and theyspgal location. ¥ry simple net-
works may consist of a simple cable connecting all nodes.

In a comple installation actie hubs and netwvk-bridges may be required. The
process-control system-neivk should neer be connected directly to another
local-area-netark (for safety security and netark-load reasons). In case a con-
nection to the outsideanld is required, it should be done through a specially
configured firvall-system.

4.6.2. Process Database

The 'global-database’ of the whole SyCOS consistsvefaenode-databases.
There is one process database configured for each MFC.

The configuration is either done by filling in the blanks with an interadita-
base-bilder (template-forms) or by generating the process database automati-
cally from data preided by the engineers in a machine-readable form. This
requires thexact definition of the data-structure pited.

The databasetfiider pravides the ability to perform all data-entering and chang-
ing (including deletion) completely on-line. l.ewn&ag's can be added to an
MFC and may be accessed immediately fromraode in the system.

4.6.3. EXTOL

The configuration / deelopment wark of an EXTOL-application is supported by
a set of tools. Neertheless, despite the greakit#lity of the EXTOL-language,
a clear well-defined concept must be prepared befoyeETOL-application
work should be carried out.

The SyCOS als mary different concepts to be implemented using the same
tools, to achiee the required result.

4.6.4. Operator Interface

The configuration of the operatimterface requires a specificationyhithe

plant should be presented andsdn by the operators. It requires that criteria are
defined to aganize the group-display groups, the graphics, their relationship and
hierarcly. These requirementsy&to be prueided by the user taking into

account the tools which argailable.

Certain displays on the operaiaterface will be configurable by the operator
on-line (e.g. trend displajaceplate display).
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4.7. SYSTEM FAILURES

We will differentiate between defects in a system aildres due to a long
power-failure.

4.7.1. Consequences of defects

The following sections gie a brief @erview of the consequences of system
componentdilures due to a defect:

e If any component of an MFGiafls, the whole section of the plant, controlled
by this MFC will be dven to the hardere-safety-state. l.e. The whole plant
section cannot be den ary more until the MFC is either repaired (one card
replaced) or the whole chassis is replaced. All other parts of the plant are
unafected, unless tlyeneed communication with the section currently out of
operation.

» If a PIC fails, all operator consoles currently sshby this PIC are out of
operation. If it is important to be able to use these consoles fuftbecan
temporarily be reconfigured to be seavfrom an other PIC (this does not
happen automaticallyhis needs manual inteamtion). This will olviously
slow down the PIC with the additional consoles. But full functionality can be
achieved on the consoles. All Messages directed to an alavinedéefined
on the PIC which is out of operation will be lost. It is therefore important to
set up a configuration with some redundaimcluded.

» If a File-Serer (FS) &ils, the Batch logging function on that machine is
stopped. Batch logging should then be carried out on the “Backup-File-
Sener”. No MFC can be reloaded from this FS (although reloading can be
made possible by reconfiguring the MFC to boot from the Backup-FS, i.e.
changing one name).

« If an Operator Console (OC), i.e. a Thin Client or &final fils, the oper-
ator console functionality at this yical location is lost, until the console
has been repaired or replaced. The same logical operator console function
may be actiated on a dferent, currently unused Xefminal if required.

» The netvork of a SyCOS is a critical part of the system. Its layout and wiring
is designed, such that thailfire of one component has a minimdéef on
all of the rest. The ptsical shape isery starlile. This allevs isolation of
faults to a simple branch and all®easy isolation and repair ofauft. The
Star Couplers or hubs used are usually equipped with a redundaarsugp-
ply and guarantee for a higkia@lability. Individual cards or netark-
branches can easily be isolated from the rest withéerttafg the rest of the
network. Card changes can be made on-line, withounlao bring devn
the whole netwrk.

* Process-1/O configurations arefdient from MFC to MFC. &ilures of indi-
vidual cards are recognized by the system and reported on the OC. The
appropriate part of the plant ifedted. Indvidual I/O-cards can be
exchanged on-line (depending on brand of haue) Rilures on a chassis
or powver supply are so gere, that thg may afect a whole plant section con-
nected to the MFC.

4.7.2. Behaviour on Power-Failures

There are currently no components within the SyCOS, with thgirbattery-
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backup system.d¥ normal operations of the compusststems such as MFCs,
PICs, FSs, Actie Network Components and Operator Consoles, it is recom-
mended to use an UninterruptableM@o Supply (UPS). & can diferentiate
between tw types of pwer-failures: a short per-failure, which does not f&fct
the computesystems and a long wer-failure, which causes the computer to
perform a pwerup sequence.

The behuaiour of the abwe components on per-restore after a long per-
failure is as follass:

 MFC: The memory contents is lost, the system automatically tries to reboot
from its serer. All software, including all application-sofawe, is automati-
cally loaded and the system initializes and connects itsailf ag the plant
(after haing run through a special start-up-procedure written in GX)T
The whole procedure may &l fav minutes, depending on the size of the
application to be loaded. Restart information may be vetlrom a locall
silicon disk.

* PIC, FS: These systems perform an ordinawyeptail-restart sequence.
They automatically return to normal operation mode. The whole procedure
takes approximately 5 minutes.

* OC: The operator console performs an ordinaryes@il-restart and tries to
reboot from its seer. The local software is loaded and the console is ready
for activation by the operatoihe whole procedure tak approximately 5
minutes.

» Network Components continue their normal operation aftergpoestore.

48. SYSTEM LIMITATIONS

The SyCOS is designed to be used to control a typical chemical plant.

It is not designed foralst processes. Itadtest scanycle is 0.25 seconds. If
reaction timesdster than approx. 0.5 second are required thgrctimot be
fulfilled with SyCOS. In such rare cases such processestbde controlled
through an eternal controller

There are ery fav built in limitations in the system. It alles a great deal of
freedom for the application engineering. This requires on the other hand, that
necessary care has to bea@kiot to gerload the system. Limitationsyebeen
built into the PICs which restrict the number of concurrently running graphics,
group-displays, trend-displays, etc.

There are no further hard limitations other than the load generated, the memory
consumed on MFCs or the possible ratathroughput.
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5. SYSTEM SERVICES

5.1. INTRODUCTION

The SyCOS is a process-control system originaliit Bnd designed by a group
of CIBA-GEIGY Basel and ne maintained and further deloped by Syte
Gmbh (CH-4153 Reinach) (subsequently called the supplier).

5.2. SYSTEM DESIGN /LAYOUT

The design and layout of the system for a particular project is carried out by the
system suppliefThis layout is based upon the requirements specification of the
customerThe requirements specification has to include theviitig informa-

tion (amongst others):

» Total number of process-signals (listed by type) to be connected to the sys-
tem. Number of process-signals to be grouped on one Mfizal mix of
the process-signals.

» Type of processes to be controlled.
* Number of process units and the number of I/O signals per unit.

« Number of required operataonsoles, geographical locationfiod or pro-
duction plant evironment.

» Geographical distrilttion of the indvidual items, including distances and
other emironmental conditions (e.g. hazardous area).

* Number and types of printers and further peripherals required.

« Requirements for specialwvees (such as local or plant operator stations).

» Handling of weighing systems (SyCOS internal xteenal).

» Handling of motor manager systems.

e Special requirements on I/O harae

* requirements for communication with other control systems (such as PLCs).

5.3. APPLICATION SOFTWARE ENGINEERING

The application softare engineering may be pided by the supplier or the
customer

54. TRAINING

Training for customers will bevailable on request as folls:
» System Oervienvy and System Functionality

» System Owerviawn, System Configuration, Process- Database-Configuration,
Control-Loop implementation and Biee / Interlock implementation.

» EXTOL-Application
* Operator Taining
» System Management and Maintenance
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55. SYSTEM INSTALLATION

The installation of the system is carried out and/or supervised by the system sup-
plier. After the installation is complete, a site acceptance test-procedure (1Q,
OQ) will normally be carried out.

5.6. FACTORY-AND SITE-ACCEPTANCE TEST

A standarddctory acceptance test procedurevislable to demonstrate the

basic functionality of SyCOS. This test can be carried out in the presence of the
customerThis will result in a protocol, which documents all tests and their
results carried out.

After installation on site, a site acceptance test may be carried out. This is the
repetition of the same test as carried out ondhtofy acceptance test. The test
procedure has to be agreed between the customer and the s@pgtiterdard

test procedure (STP), which consists of a lot of automatic and interéedts,
forms the main part of theaEtory (FAT) and Site Acceptancee$t (SA).

5.7. SERVICE AND SPARE-PARTS

The maintenance of the system will be split iiedté#nt catgories. There are
four different service-areas which can be described asvsillo

* Hardware Maintenance and service of al\iett Packard (HP) equipment
(PICs, FSs, OCs, Laser Printers, Colour Printers and Alarm-typers) can be
carried out by the local HP-ganization.

» Hardware Maintenance and service of standard PC equipment can be carried
out by local service ganisations.

e The maintenance of the process-1/O habvmainly card replacing aat
ties) can be carried out by the local represemaif the supplier or the cus-
tomers @vn engineering @anisation.

» The maintenance of additional hamhe (e.g. netark-components) is sug-
gested to be a@red by the local engineeringganisation. This is in general
also mainly card replacing adties.

* Maintenance of the system-so#tie (this includes SyCOS-sofive, as well
as other softare, like the operating-systems) is supplied by Syte GmbH
(CH-4153 Reinach). This also includes installation af releases and a hot-
line support. A maintenance and support contract for systemesefis/
available.
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