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2. Introduction

About This Manual This document gives an overview of the functionality of the SyCOS process con-
trol system. It informs the reader about the capabilities and the requirements of
the system. It also informs about some limitations and the impact of failures of
the components. The SyCOS (Syte Control System) is a distributed process con-
trol system. It is optimized for the typical requirements of a chemical plant in the
fine chemical industry. It is capable of controlling complex multipurpose, multi-
product plants, as well as complex single purpose plants (batch, continuous or
mixed).

A subset of the SyCOS functionality is used for special applications, such as
cleanroom monitoring in the SyCLEAN system.

Who This Manual Is For For a new automation engineer it is the ideal source of overview information.

The chemists and end users will find it useful for making decisions concerning
the way their plant can be managed.

To What Does This
Manual Apply

This manual is applicable to SyCOS, SyCLEAN and SyWATER.

How This Manual Is
Organized

The manual gives an overview over the SyCOS system and the principal compo-
nents of it. It briefly described the hardware components.

Then the functionality of the system is described.

The services provided by Syte GmbH (CH-4153 Reinach) are then briefly
described and finally some environmental and electrical requirements, as well as
some availability figures are given.

Related Documents The whole set of SyCOS Reference Documentation, which describe the func-
tionality of the individual components in detail.

Conventions Used in This
Manual

TheCourier font is used to highlight user inputs, file and directory names, the
name of the system utilities that are included from the operating system com-
mand line.

Request for Comments If you have any problems with this text contained in this manual or you wish to
make suggestions for improvements then contact the SyCOS Product Support
Group, namely:

Mr. Rolf Breitenstein
Syte GmbH
Seewenweg 5
CH-4153 Reinach, Switzerland

Please provide the full name of the document and its version number.

Acknowledgments This manual was written by Rolf Breitenstein.
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3. SYSTEM OVERVIEW

SyCOS is a distributed process control system. This means, that the system con-
sists of several different units. Each of the units has a designated functionality,
i.e. the different functions of data acquisition, control and operator interface are
distributed to different computers. To achieve integrated control, the different
computers (or units) have to operate together.

3.1. SYSTEM STRUCTURE

The system is built around a local area network. The different system compo-
nents are 'linked together' through the network. They exchange all their informa-
tion across the network. Each component connected to the network is also called
a Node. A system consists of a combination of different functional units. The
following functional units can be found in a configuration

1. Process Information Centre (PIC)
2. Multi Function Controller (MFC)
3. Process Input/Output Hardware
4. File Server (FS)
5. Operator Console (OC)
6. The Network (NET)
7. Personal Computer (PC)
8. Printers and other devices

For each project the number of each component is determined by the functional
requirement and the size and complexity of the installation. The smallest possi-
ble configuration consists of 1 PIC and 1 MFC. A typical large configuration
may consist of 6PICs, 10 to 20 MFCs, 2 FSs and about 20 OCs. There are no
hard limitations, the limits are imposed by the hardware and their performance.
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3.2. SYSTEM COMPONENTS

3.2.1. PIC - Process Information Centre

Each PIC consists of a UNIX or LINUX workstation with its local disk and a
system console, which may also be used as an operator console.

The PIC is primarily used to drive the operator consoles. All functions provided
by an operator console are handled on this level. In addition, it may also be con-
figured to collect batch protocols and batch trend data. In small configurations a
PIC may also be used to develop the application and download it to the MFC (a
function normally found on the FS).

Each PIC in a system can drive between 1 and 4 Operator Consoles (OC),
although it is recommended to drive only 2 (depends on the power of the work-
station used to drive the operator consoles. The operator consoles communicate
with the PIC through the network.

Each PIC may have Printers and an Alarm Typers connected. Every window
contents of an OC can be sent to a Printer for documentation purposes.
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3.2.2. MFC - Multifunction Controller

The MFC consists of a single board computer and one or several controllers
which allow the connection of the process-I/O hardware.

This unit is responsible for the actual control of the connected process. This
includes continuous control, discrete control, logic control, alarm-detection and
handling, as well as batch control and general sequencing.

Each MFC has a process database loaded, that reflects all the Input/Output con-
nected to this machine. This node-database is part of the 'global process data-
base'.

Each MFC is capable of controlling part of a process with up to about 1000
inputs and outputs (the exact limitation depends on the mixture and complexity
of the process and process-I/O and the processor performance).

Special serial devices, such as motor-manager, weighing systems, plant operator
stations may be connected to an MFC using additional controller boards to inter-
face to them.

3.2.3. FS - File Server

The FS may consist of the same type of UNIX or LINUX workstation as the PIC
but with larger disk capacity. In larger plants this may be a redundant server con-
figuration with special disk arrangements, if required for a high availability.

The FS does not serve operator consoles. Its functionality is restricted to Batch
Protocoling and downloading of the SyCOS System and the application software
to the MFC.

A seperate FS, not used as part of the production system, should be used for
application software configuration and development in large system configura-
tions.

3.2.4. OC - Operator Console

The OC is an intelligent terminal (X-Terminal or Thin Client) connected to the
network. In some installations the system terminal of the PIC is used as an oper-
ator console as well.

It provides the interaction for the operator with the control system. Each OC is in
principle capable (if configured in that way) to interact with the whole plant.

All access to the information is through tag-names. The operator interface is
window oriented and cursor driven.

The operator interacts with the system with a mouse, tracker- ball or joystick and
a standard PC-compatible keyboard.

Optionally the OC can be equipped with a Barcode-Reader which is used for
operator identification. Operator Consoles can be installed in control rooms or in
the plant area (in a special enclosure).

3.2.5. The Network

The network used for interconnecting all SyCOS computers is a standard Ether-
net network. Depending on the throughput requirements ordinary ethernet or



SyCOS Functional Overview SYSTEM OVERVIEW

1.1 9

SYSTEM COMPONENTS

switched (for high throughput) ethernet components are used.

Depending on the physical location of the individual components of the system
different cables in connection with an active star coupler (using different mod-
ules for the different cable types) are used.

Theoretically up to 255 nodes are allowed on the same network. Practically there
are much less nodes required, even for very large plants (about 30 to 40). The
network may cover installations with wide distances (up to several kilometres).

3.2.6. PC - Personal Computer

Personal Computers may be integrated into the system network. They can be
used for Recipe Editing, ordinary editing of application files (text files) and gen-
eral data-processing (e.g. by the chemists).

In addition, it is possible to call up a reduced operator-console functionality on
the PC (using X-Window emulation software). The PC has transparent access to
data stored on the SyCOS's, PICs or FSs.
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3.3. SYSTEM HARDWARE

The SyCOS has been designed to use standard components, freely available on
the market. The philosophy of the system is to use the best available products
with a good price/performance ratio.

The system is based upon standard basic software (such as operating system,
networking and graphical support software) and therefore the actual hardware or
workstation models used in a project may vary. Usually the latest models on the
market can be used (i.e. no outdated hardware is used).

3.3.1. Process - I/O

The SyCOS supports currently the following types of process bus I/O:

• Profi Bus DP

• Can Bus (CanOpen)

• Mod Bus (seriell, RS485)

Additionally, SyCOS supports the following conventional types of process-I/O
hardware:

• Siemens Simatic S5 line

• Systag EXICON I/O

• Bofors Nobel Weighing System

• S&I Motor Manager Systems

3.3.2. MFC

The MFC hardware is based on a industrial PC chassis. The type of chassis and
backplane bus may vary from project to project.

The standard MFC contains a CPU (single board computer) the controller
board(s) for the process-I/O Hardware (profibus or can bus controller).

The CPU- board may contain Intel or AMD CPU as well as Motorala 680xx
Processor (for historical reasons) plus additional controllers such as serial line,
Ethernet, etc.

The MFC may have a built-in Silicon-Disk (of several MB) used for booting the
system and to store temporary information.

The MFC has no built-in battery-backup. After a power-failure (of more than
several milliseconds), the memory contents is lost and the MFC has to be
rebooted (which may take a few minutes, depending on the size of the applica-
tion programs). The use of a UPS (Uninterruptable Power Supply) for the MFCs
is strongly recommended.

3.3.3. PIC and FS

PICs and FSs are standard PCs or HP-workstation (for hostorical reasons). Every
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machine is equipped with a system console (monochrome or colour) with a fixed
disk drive and the main-memory.

The FS is usually configured with more disk-space (RAID disk is recommanded)
than the PIC (for application program development and for batch-protocols).

The following items are available as options:

• Laser-Printer

• Alarm-Typer (Matrix-printer)

• Colour printer for printing graphics from the OC.

• Barcode Label printer

3.3.4. OC

The OC is usually an intelligent terminal (Thin Client or X-Terminal). If possi-
ble the main console terminal of the workstation is also used as an operator con-
sole.

Each X-Terminal has its own processor and memory for the graphic processing.
It connects directly to the network. It is equipped with a PC-compatible key-
board, a mouse, trackerball or joystick. Optionally with a barcode-reader.

In case the main console of the workstation is used there are more restrictions for
the actual location where it can be installed (environmental restrictions).

Optionally PCs equipped with the appropriate video-card (1280x1024 screen
resolution) and the appropriate X-terminal emulation software may be used
instead of the X-terminals as well as PCs running the LINUX operating system.

3.3.5. Network

The network used is standard Ethernet (10/100 Mbit). In larger configurations,
which use the more modern hardware technology, hubs with switching technol-
ogy may be used for higher network throughput.

The following cable types are available:

• Twisted Pair Cable

• Thin Ethernet Cable (max. distance 180 m)

• Fibre Optic Cable (max. distance approx. 2 km)

• Transceiver Cable (max. distance 15m)

• Standard Thick Ethernet Cable (max. distance 500 m)

By using standard network components, practically any possible network-topol-
ogy can be installed, depending on the local distribution and environment speci-
fication of a project.

3.4. SYSTEM EXPANDABILITY

The SyCOS can easily be expanded in various ways. Because of the modular
structure and the globally known database, expansions can be made easily.



SyCOS Functional Overview SYSTEM OVERVIEW

1.1 12

NAMING CONVENTIONS

The following sections describe briefly the different expansions and their conse-
quences.

3.4.1. Expansion of Process - I/O

At any time new process-I/O modules may be added to an MFC (if enough
processing capacity available). This requires the configuration of the new pieces
of hardware in the process database and the configuration of new function blocks
in the database.

With the necessary care all these functions can be performed on-line, without
having to reload the MFC. All new elements added are immediately accessible
from all of the other nodes in the network.

3.4.2. Addition of further MFCs

New MFCs may be added to a system configuration at any time. This requires
the update of the global system configuration data. In order to have the new MFC
integrated into the complete network, a restart of all nodes (i.e. MFCs, PICs and
FSs) in the system will be required.

3.4.3. Addition of further PICs

New PICs may be added to a system configuration at any time. This requires the
update of the system configuration data. In order to have the new PIC integrated
into the complete network, a restart of all nodes (i.e. MFCs, PICs and FSs) in the
system will be required.

3.4.4. Addition of further FSs

New FSs may be added to a system configuration at any time. This requires the
update of the system configuration data. In order to have the new FS integrated
into the complete network, a restart of all nodes (i.e. MFCs, PICs and FSs) in the
system will be required.

3.5. NAMING CONVENTIONS

There are few standards with which the user may be concerned:

• Names of the process-sensors and actors are called TAG Names or just TAG's
(alternatively the term ELT = external loop tag is also used). Tag Names in
SyCOS can be up to ten (10) characters in length. They have to start with an
alphabetic character, which may be followed by up to 9 alphabetic characters
or digits in any mixture. The only special character allowed within a tag is
the '_' (underscore).

• The SyCOS usually consists of a number of different computers on a local
area network. Each computer connected to the network has it's own name
through which it is identified on the network, this is the Node-name. A node-
name can be up to 7 characters in length, starting with an alphabetic charac-
ter.

• There are devices in a network, such as operator consoles and alarm-typers,
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where alarm information is sent to. The user must be able to reference these
alarm devices in the application. Each such alarm device has an alarm desti-
nation name assigned. These names can be up to 6 characters in length and
have to start with an alphabetic character. There are alarm devices which are
themselves network-nodes: the operator consoles; and others which are con-
nected to network nodes through either a serial or parallel line.
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4. SYSTEM FUNCTIONALITY

4.1. GENERAL

The functionality of the SyCOS is distributed over different components. The
functionality of the different components is described in the following sections.

4.2. THE MFC AND THE PROCESS - I/O

The MFC is the component of the SyCOS which controls the process. It is con-
nected to the process signals through the process-I/O equipment. On the other
hand it communicates with the rest of the system through its network connec-
tion.

4.2.1. Process I/O

The process-I/O equipment establishes the connection to the process signals,
which are analogue or digital electrical signals. The individual I/O-modules con-
vert the process signals into an internal digital representation or vice versa.

Analog processing: Analogue input signals will be processed as follows:

• Signal-plausibility test for 4-20mA signals (Loop error).

• Signal linearization with breakpoint table, where the user may also define its
own linearization.

• Conversion into Engineering Units

• On/off scan handling

• Variable input scan-rates (0.25 to 64 seconds)

• Alarm checking. The following conditions are checked:

• Limit Checking: Hi/Lo and HiHi/LoLo

• Deviation of Measurement (from Setpoint) checking

• Rate of change checking

• First order digital filtering

• Analogue Input Signals may be simulated either from the operator-console or
by EXTOL-application programs. This allows easy simulation of process-
signals (plant simulation)

Digital processing: Digital Input (Output) Signals will be processed as follows:

• Signal-plausibility test (Loop error).

• Digital Input inversion (if required)

• On/off scan handling

• Variable input scan-rates (0.25 to 64 seconds)

• Alarm checking. The following conditions are checked:

• Deviation between output and feedback of device (with individual timer)

• Input change of state

• Alarm state
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• Desired change of state

• Change of state

• Undefined state

• Digital Inputs and Outputs may be combined to complex devices with up to 8
different states. This provides efficient ow-level interlocking functionality.

• Digital Inputs can be simulated either by the operator console or by EXTOL-
application programs. This allows easy simulation.

4.2.2. Continuous Control

The continuous control package allows the configuration of simple to complex
control loop structures. It also allows the definition of what is called a Software
Sensor, used to hold derived measurements (calculated from physical measure-
ments). Simple control loops are typically constructed from a Sensor Block, pro-
viding the physical measurement input, a PID-Block and an Analog-Output
Block. In case of more complex structures, e.g. a reactor temperature control
system, the whole setup may be formed by a SENSOR block for the physical
measurement and by one to several CONTR(oller) blocks forming different con-
trol loops (direct control, cascaded control, etc.).

Complex structures typically include special control blocks (the most important
one is the general calculation block, in which a formula can freely be config-
ured).

The following functionality is available:

• Construction of complex loop-structures

• Cascaded loop-structures

• Setting of setpoints from operator console and from EXTOL-applications

• PID-control-algorithm with Feed forward control capability and with various
options for integral saturation limitations

• Split-range output capability

• Manipulation of control valve output

• Tunable parameters

• Tuning parameters can in particular be calculated and be adaptive

• Setpoint and output limiting

• Setpoint ramping

• Further control algorithms are available, such as dead - time, lead / lag, high /
low selection.

• The EXTOL-application may lockout the operator from manual interventions

• Monitoring for the following types of alarms:

• High/Low alarms

• High-high/Low-low alarms

• Deviation high/low (setpoint/measurement) alarms

• Rate of change alarm

• Measurement outside hardware limitation (Loop Error) alarm

• Any occurrence of an error (or the disappearance of it) may trigger a defina-
ble action (EXTOL operation), which can then take care of the situation.

• Reaching a definable target measurement may also trigger an action (EXTOL
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operation - e.g. for a dosing process)

4.2.3. Discrete Control / Logic Control

The discrete control package allows to configure what are called Devices.

A device is a combination of several digital output and several digital input sig-
nals to a new logical entity (e.g. the combination of several digital valves and a
pump of a heating/cooling system to one entity, which may only have two states:
ON and OFF) with new logical states.

Simple digital input and digital output blocks may be defined to provide the link
to the process hardware. These may then be combined to low level entities
(devices) such as valves with feedback, or motors with feedback.

On a higher level a complex device can be defined to provide a new logical inter-
face to a whole group of entities, which can only be driven to specific combina-
tions of states.

This allows simple low level interlocking and a high level of abstraction.

In addition, simple logical control functions can be implemented through logical
blocks. These also work with freely configurable equations. There is no simple
2-state logic, as is normally found on ordinary PLCs.

The following functionality is available:

• Construction of complex interlock-structures

• Interlocking functions are possible using analogue signals as well

• Activation/deactivation of interlocking functions

• Three hierarchical levels to drive a device:

• Normal drive through operator console and EXTOL- applications

• Interlock drive through EXTOL-applications (overrides the normal
desired state) or internal logic

• Override drive through operator-console (overrides both lower-level
desired states).

• The desired states on all levels are kept, and an automatic fall-back
occurs, when the higher level states are no longer required.

• The EXTOL-application may lockout the operator from manual interventions

• Monitoring for the following types of alarms:

• Hardware malfunction (Loop error) alarms

• Discrepancy (between desired state and actual state) alarm

• Change of state alarms

• Any occurrence of an error (or the disappearance of it) may trigger a defina-
ble action (EXTOL operation), which can then take care of the situation.

• Elapsed timers may also trigger an definable action (EXTOL operation).

4.2.4. Alarm handling

There are in general two sources for alarms in the MFC. The first source for
alarms are the control packages, which handle the analogue control and the dig-
ital (discrete) control part of the process signals. The second source of alarms are
the EXTOL-application programs.
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Within the system configuration there are different categories of alarm destina-
tions defined:

• Alarm-Typer, this can be any device connected to a PIC or a FS through a
serial line or a parallel line (typically printers or simple ASCII terminals).
Each Alarm-typer has its own name.

• Operator Console (or just Console), connected to PICs (remember each PIC
may drive several consoles). Each Operator Console has its own name.

• Log-Files, which are simple files on a disk, be it on a PIC or a FS.

• The Batch-History File (BHF) defined on a PIC and/or a FS. The definition
in the configuration file means, that batch-protocol files are collected on this
node.

• A Pager, which is typically a device connected to one PIC in the whole con-
figuration.

Each alarm message may be sent to one or more alarm destinations.

This is achieved by configuring the appropriate destinations into the process-
database-blocks or to specify them in the appropriate statement in the EXTOL-
application. A special mechanism alternatively allows the specification of alarm
destinations in only one place for a whole unit (where a unit is an internal repre-
sentation of a major unit of the production plant, e.g. a reactor). A total of 16 dif-
ferent alarm destinations can be defined for alarms.

All alarms generated by the control-packages may have 3 different alarm-levels:

• - Critical alarm (red)

• - Major alarm (yellow)

• - Normal alarm (cyan)

Each alarm-type can be assigned to the appropriate level and may be made active
or inactive at any time. The latched alarm function can be applied to get transient
alarms displayed (they only disappear after the operator has acknowledged
them) on an operator console. Alarm detection may be made more insensitive to
intermittent alarms by defining a delay-period. Only if the alarm is present for
the whole period, it is recognized as an alarm.

Alarm messages generated by the EXTOL-applications may also have different
alarm-colours (as for process-alarms). The EXTOL-application has total control
over alarms appearing and being removed from an operator-console. Alarms can
be sent, which require active acknowledgement by the operator, others don't.

Alarms, whose list of alarm destinations includes BHF (the Batch-History-File),
will automatically be sent to the batch-protocol; currently open and assigned to
the appropriate unit.

In order to allow an operational concept, which does not requirestaff to monitor
continuously an Operator Console, a pager system may be used. Through the
pager system the operators, supervisors and chemists may be made aware of
alarms, requests for certain actions (like manual operations), interventions
required, etc. A sophisticated mechanism allows for an escalation procedure in
case no actions are taken within specified time limitations.

4.2.5. Batch Control, Sequencing (EXTOL)

The SyCOS provides a very powerful tool for batch-applications and for
sequence control in general.
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It is a high-level language (like C) with special instructions to control a process
and to interact with the function blocks and the process-I/O.

The concept and the power of the language allows the implementation of various
concepts to control/automate a process. Different concepts have been used to
drive a multipurpose/multi product plant, a single purpose batch plant and a sin-
gle purpose continuous plant.

The EXTended Operation Language (EXTOL) provides the following basic
capabilities:

• Direct access to every field of the function blocks (process database) through
tag-names and symbolic field-names.

• Powerful set of instructions.

• From simple variables (like byte, short, long, float, double, string) to com-
plex variables (like structures and arrays) are available.

• Transparent access to any element in the process database or to EXTOL-glo-
bal-variables in the whole network through names, including dynamic con-
struction of a name string at runtime.

• Powerful interaction with the operator through the operator-console.

• True subroutines can be used

• File-I/O capabilities (also over the network)

• String-handling

• Serial-I/O capability (through serial ports on the MFC)

• Interaction with the process through special commands, like DRIVE, SET-
POINT, AUTO, MANUAL, etc.

• Sophisticated runtime error-handling, providing system safety (i.e. safe reac-
tion of the system, unless the program takes care)

• On-line deletion and reloading of any EXTOL-application

• Source-Level Debugging-facility (with breakpoints, single step mode, access
to all data in the system)

An important feature of the implementation of the EXTOL language is their built
in safety. In a distributed system certain errors, which may occur at runtime are
unavoidable. In case the application programmer has not foreseen any action in
such an error situation, the system will automatically trigger a user-defined
safety EXTOL-operation when it occurs. If the error occurs in the safety opera-
tion itself the system watchdog will drop and drive the plant to a hardware safety
state.

Critical EXTOL operations can subscribe to the system watchdog for being
monitored by the watchdog. In case of accidental stop of such a critical program
(due to it being stopped, taking too long or an error) the system watchdog will
drop the hardware watchdog and drive the plant to a hardware safety state.

A whole package is available which allows the implementation of a very power-
ful, recipe-oriented concept using unit-operations. This is used for large, com-
plex and highly flexible multipurpose, multiproduct plants. The tools cover the
simple configuration of a recipe by a chemist to the fully automatic control
driven by the recipe-parameters.

All EXTOL application programs can automatically be documented in the form
of a flow chart. The flow-chart generator tool offers sophisticated mechanisms to
represent the EXTOL code in various ways (e.g. present the main control flow of
the code only).



SyCOS Functional Overview SYSTEM FUNCTIONALITY

1.1 19

PIC AND OPERATOR INTERFACE

4.2.6. Watchdog

Each MFC is continuously monitored by the watchdog program.

This program supervises the function of the system and its integrity. The watch-
dog program generates a pulse-output through a normal digital-output channel
on the process-I/O. This pulse has to be monitored by a special hardware device
outside of SyCOS.

In case of a detected malfunction of the system, the pulses are stopped. The
external device must detect this situation and drive the plant to a hardware-
safety-state.

Critical EXTOL-application programs can also be monitored by the system-
watchdog program. This functionality can be activated and deactivated from the
EXTOL-application.

4.2.7. Plant Operator Station (POS)

A special device is available for simple interaction between the plant operator
and EXTOL application programs. This is through the Plant Operator Station
(POS). It offers the possibility to display text (up to approx. 100 lines), to read
keyboard input or barcode input from the POS. This allows for instance to guide
the plant operator through manual operations, to read barcode labels from raw
material (for identification purposes), etc.

4.2.8. Special Devices

Special devices, such as devices connected through serial lines, can be integrated
into the system. They do normally need special engineering and integration
work. Such devices are normally connected to SyCOS through an additional
controller-board.

4.3. PIC AND OPERATOR INTERFACE

The PIC is the component of the SyCOS which provides primarily the operator
interface to the system. It also includes the batch-protocol facilities, and applica-
tion development facilities. The PIC is connected to the MFCs and the other
PICs and FSs through the network.

4.3.1. Operator Interface

The operator interface is provided through the operator consoles (OC).

A limited number of consoles may be attached to each PIC (depending on the
model of the hardware used). The operator-console is based on an Thin Client or
the main system console of the workstation. The whole interface uses a window
technique (similar to applications running under MS Windows). Several win-
dows are available to the operator simultaneously, either actively displayed on
the screen, or minimized to icons. The operator interface uses high resolution
graphics (the resolution is 1280x1024 pixels).

Operator Consoles may be located anywhere in a production building. They can
be located in a central control-room or be distributed over the whole plant.
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Each Operator Console has in principal access to all elements in the whole net-
work, if configured this way.

Most of the operator interaction is achieved through mouse-clicks (or the equiva-
lent using a tracker-ball or a joystick). The keyboard is only used, where explicit
text or explicit numeric input is required.

At any time the current contents of a particular window or of the whole screen
can be printed onto a printer (preferably a colour printer) or to a normal laser
printer. There is only one such printer required in the whole network, either con-
nected to a PIC, to a FS or as a network printer.

Authentication /
Authorization:

SyCOS allows a wide range of access control by the operators. The way access
control, and in particular the authentication (logging in and out) works can be
specified differently for each operator console. This configuration parameters
allow to control the following behaviour:

• Authentication of a person is only allowed on one single console in the net-
work at any given time or on several simultaneously

• Authentication times out after a defined period of inactivity

• Authentication stays until logged out

• Each active modification to the system requires / does not require an operator
comment to be entered

• Monitoring is possible/not possible when nobody is authenticated

An operator has to log into the Operator Console (authenticate himself) using his
user-identification (a unique name for every person in the plant) and his secret
password. The user id may be read in through a barcode device.

Active access to the system (i.e. entering setpoints, driving devices, changing
limits, etc.) is strictly controlled by the authorization system. The authorization
is granted or not granted according to a three dimensional matrix:

• The person, i.e. the user currently authenticated at the console

• The function to be performed (e.g. set a setpoint)

• The object upon which the function should be executed (object are in general
equal to units)

Elements in each of the three dimensions can be either defined all individually or
may be grouped together. It is possible to form groups of persons, e.g. a group of
operators, of supervisors, of chemists, of engineers, etc. The same concept
applies to functions, which means one could introduce let’s say 3 different func-
tion levels (low-level, medium level and high level). The units of the system are
regarded as the objects, which can also be formed into groups, such as a produc-
tion stages, production streets, etc.

The authorization table defines now exactly who is allowed to do what. The
implemented concept allows to define very specific profiles for each individual
or on the other hand very simple general profiles.

Every interaction of an operator with the system is protocolled in the batch pro-
tocol system with his user-identification and the console from which the action
was undertaken.

Group Display: Control-loops and devices can be accessed and monitored on the group- or face-
plate-display. This display provides in groups of 10 elements a faceplate repre-
sentation of sensors, control loops and devices. The operator may select the
group required and get all ten elements displayed. The following information is
presented to the operator:

• Setpoint, Measurement and analog-output of a control- loop.
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• Measurement of a simple sensor.

• Desired and actual states of devices.

• AUTO/MANUAL status of elements.

• Alarm-status.

• Indication if the current value is real or simulated

• Short description of the element.

• Simple real-time trending is included for control-loop tuning

• For each element a detail-window can be called, which gives further detailed
information, such as current limits, current PID-tuning parameters, etc.

• The operator may perform the following actions through the faceplate-dis-
play:

• Change over from manual to automatic and vice-versa.

• Change setpoints (for control-loops and devices).

• Change control-loop output (when in manual mode).

• Open/close cascades.

• Simulate an input for a sensor or for a device.

• Acknowledge alarms.

• Change any parameter, which is shown on the detail-display, such as hi/lo-
limits, output-limits, control- loop tuning parameters, etc.

Custom Graphic
Display:

A graphic display is provided to interact with the system through user-built
graphics. Graphics can be generated using a highly interactive graphics editor.

A graphic can be built from simple individual elements, such as rectangles, cir-
cles, lines, pipes, etc. but also from groups of elements stored in a library (user
defined) and from bitmaps (defined with a bitmap editor).

A wide variety of animation techniques are available, such as changing colours,
changing fixed texts, changing numbers, changing fill-levels, overlay of different
objects, etc. All process database fields as well as all global EXTOL-application
variables are available for the animation of a graphic. In particular string varia-
bles from application programs can be displayed on the graphics.

Each graphic consists of 4 'planes'. Each plane may contain different informa-
tion. The different planes can individually be switched on and off. This allows to
have different details of information on the different planes and having a basic
picture on the top plane.

The operator can interact with the elements of the process through the graphics.
If an active zone on the graphic is selected, a faceplate window will pop up,
which provides the identical facilities as in the faceplate-display (e.g. set set-
points, drive devices, set outputs, etc.)

Further functions are available to interact with the EXTOL-application (run/stop
application programs).

System Status: The system status display provides an overview of the complete network. The
current status (active, inactive, off-line, etc.) of all PICs, FSs and MFCs is given.
Detailed information about the status of the process-I/O equipment can be
obtained from an MFC. This goes down to the level of individual channels, their
current state and currently read or written values.

Alarm Display: The alarm display (or alarm summary display) provides the operator with the
currently active alarms. Alarm messages from the control-packages and from
EXTOL-application programs appear on a window, with the most recent mes-
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sage on top. The operator can acknowledge alarms. Alarms which have been
configured so, will generate an audible alarm.

The system may be configured, such that alarm messages are only sent to spe-
cific operator consoles. It is possible to differentiate between 16 different desti-
nations in a system. It is therefore possible to assign certain consoles to certain
areas of the plant and only get alarms and operator interactions from one area of
the plant.

In a second window (within the same display) all interaction requests from the
EXTOL-application programs will appear.

There are two types of interaction: operator-decisions and operator-input
requests. On an operator decision the operator has to select one choice out of a
menu. On the operator-input request, the operator must enter a number or a
string.

Batch Trending: The batch trending facility allows to store any value from the process database in
a batch oriented way. Control over batches is completely within the EXTOL
application programs and therefore control over batch trending is also com-
pletely within the EXTOL application programs. The definition of which points
are trended in which frequency and with which accuracy is specified through the
execution of EXTOL instructions, which start or stop trending of individual
points.

The trend display facility allows then to display the collected trend information.
It allows to display the trended points individually or in groups, out of one batch
or of different batches. The trended data is also related to the batch protocol, i.e.
it is easily possible to correlate specific events from the protocol with the behav-
iour of a particular measurement.

The trend display facility allows to display the data in the way and combination
required, with the resolution required. Part or whole trend-curves can be stored
as reference data for later inspection or to be used as a comparison curve in the
trend display. Trend curve data may also be exported for further analysis with
other tools (e.g. EXCEL).

In addition to batch trend data the trend display also supports to show adhoc
trend data. These are trend curves collected by individual PICs as adhoc trend
data. Such data collection can be defined at any time on any operator console.
All data collection parameters (such as the sample rate, the deadband, etc.) and
the overall duration of the data collection are specified through a special window
application and may be modified at any time.

Batch-Protocol: Batch-Protocols are collected on disk-files. Batch-Files are opened under the
control of the EXTOL-application. The Batch-File is always associated with a
unit (the logical representation of a piece of equipment). The following informa-
tion is stored in the batch-protocol-file:

• All newly generated alarms and alarms, which have disappeared

• Any messages generated within the EXTOL-application and sent to the
batch-protocol

• Any operator intervention on the operator-console

• Operator comment entered on the console

• Any general system information (e.g. watchdog dropped, etc.)

The collection of batch protocol data can be carried out in a redundant way. It is
performed on as many PICs and/or FSs as configured in the system configuration
file. This allows to have these files either on one machine, on two or more.
Whenever one of the machines collecting batch protocol data goes down and
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comes up again its batch protocol data is updated from a redundant PIC or FS.

There is a window application available (PROTOCOL) which allows the opera-
tor at the console to select a specific batch protocol and to display either all pro-
tocol data or to display selected types of protocol data.

Configuration: The operator-interface may be configured in various ways. The following tools
are available:

• The group-display includes all facilities to customize and configure the
groups. The whole group configuration can also be prepared in a structured
text-file, which has to follow certain rules. Therefore a complete off-line
preparation is possible.

• The trend display facility allows to define and store trend-display configura-
tions, which can be called again at any time. They will display the trend-data
defined with exactly the parameters when it was saved.

• A special graphic-editor is available for preparing the custom-graphics.

• The application has to be configured, such that the alarm-messages are sent
to the appropriate alarm-destinations. This has to be based upon a carefully
thought over concept by the end-user (e.g. the chemists).

• The configuration of the authorization and some aspects of the alarm destina-
tion configuration are defined through simple text files, which have to be con-
figured by the system administrator.

Application
Development:

Application development for SyCOS can be carried out on a FS or on a PIC.

A whole set of tools is available for application development. A lot of EXTOL-
application development involves just normal text-editing. This can be carried
out on any machine with a text editor, which allows transportation of the text-file
to the final SyCOS development-machine(s).

One can differentiate the following development steps and development-work:

• The system configuration has to be specified in a text file and processed by a
utility. Most changes of the configuration requires reloading/restarting of all
nodes in the network.

• The process database is held on one development-system and can only be
modified by one person at any one time. There is one database for each MFC
in the network. A utility provides the capability to configure all the required
data (fill in the blanks). For large database, data obtained from a CAE-system
can be used to automatically generate the database for SyCOS.

• All database-configuration work can either be done locally to the master-
database held on the development-system or it can be done remotely as well
to the currently running MFC. Everything can be done on-line, including
defining new elements, introducing a new tag-name. The new tag will be
immediately known and available in the whole network.

• The development of EXTOL-applications is supported by a set of tools,
including Editor, Compiler, Loader and Debugger. EXTOL-applications can
be developed on the FS or on the PIC. EXTOL-application development can
be done by several engineers in parallel.

All application programs can be loaded and replaced on-line, without interfering
with anything else. Changes of common data structures in EXTOL require, that
the whole application has to be recompiled and that all MFCs in the network
have to be restarted. This is to avoid possible inconsistencies in the EXTOL
application programs.
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4.3.2. EXTOL Application Development

The development of an EXTOL-application is supported by a set of tools. All
programs and tables used in conjunction with EXTOL-applications are struc-
tured text-files. The different structures required are precisely specified. These
files are prepared using available standard text-editors (such as 'vi', 'emacs', win-
dow-oriented editor). A set of utilities support the translation/compilation of the
data into loadable modules.

For a typical type of application more specific support utilities are provided for
easier handling of all components during the daily development work.

A powerful source-level debugger supports the application engineer to test out
his application software. The debugger supports the following features:

• Programs can be stopped (and resumed) at breakpoints.

• Single stepping mode

• The contents of all variables and process database fields can be monitored
and altered.

• Programs can be started and stopped.

• Several debugger sessions may be running concurrently in different win-
dows, which allows easy testing of interacting programs.

A revision control system is available for the EXTOL-application programs and
data to allow strict version control and retrieval of previous versions.

4.3.3. Downloding to MFC

There is a primary server for downloading to MFCs in a network. This is either a
PIC or a FS.

For each MFC on the network there exists a start-up command file which
describes what has to be downloaded onto the node. This includes all the system
components, as well as the whole EXTOL-application and the start-up sequence
of the application programs.

As soon as the start-up command file exists, the MFC can be booted at any time
and it will load all necessary programs and automatically start-up the applica-
tion.

Further EXTOL-application programs can be downloaded at any time while the
system is running.

4.4. FS AND SYSTEM CONFIGURATION

The FS is basically the same machine, running the same software as a PIC.

It is configured in such a way, that it does not serve operator-consoles. It has usu-
ally more disk-capacity than the PIC, because all application software devel-
oped, including the process-database-configuration for each MFC, is stored on it.
Usually two FSs are installed, where one is the primary one, the other the sec-
ondary one, which serves as a backup of the first.

The MFC is normally downloaded from the FS. Batch-Protocols are collected on
the FS. In case there are two of them, this will be done in parallel on both of
them. This is configurable through the system-configuration file.

General data-processing can be made available on the FS as well. Special batch
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data processing packages can be added to the system if required.

A special link from SyCOS FSs to an external data processing system is availa-
ble. All batch data, i.e. batch protocol messages as well as batch trend data is
transmitted over a serial connection.

4.5. OPERATOR CONSOLE

The Operator Console (OC) is basically an intelligent terminal (a Thin Client or
an X-terminal). The terminal itself needs a PIC to drive the operator interface.
I.e. the terminal on its own cannot work as an operator console. The terminal is
connected to the network.

Each PIC can be configured to serve several Thin Clients as operator-consoles.
This means, that the configuration in the PIC determines which Thin Client rep-
resents which alarm destination of the system-configuration. It is easily possible
to reconfigure the assignment of Thin Clientsto another PIC and therefore
changing to a different alarm destination.

The OC is simply an intelligent terminal for the PICs. The OC can be connected
anywhere to the system network. This allows great flexibility .

If required, the OC is capable of supporting a barcode reader and/or a local
printer.

If PCs are integrated into the system network, they may serve as Operator-Con-
soles with restricted functionality (slow, lower resolution). This can be achieved
by implementing a X-terminal emulation software. PCs running LINUX can be
used as Thin Clients.

4.6. SYSTEM CONFIGURATION

Configuration of a system is normally performed on a FS or on a PIC (small con-
figuration). The configuration is based upon the requirements specification of the
customer.

The requirements specification must describe the characteristics of the plant to
be automated, the total number and preferred grouping of all of the process-sig-
nals. It must specify the process-signal types and the mix of them.

The grouping of process-I/O elements is done according to the following consid-
erations:

• A minimum of communication should be required between the MFCs.

• All elements, which belong to the same process-unit should be kept together
on one MFC.

• Control-loops should be configured in the same node, only for exceptions a
loop can be built using database-blocks on different nodes, which are linked
together across the network.

• The initial layout must allow enough spare-resources for further upgrades
and additions.

The user should have a clear concept of the way the plant will be operated.
Where and how many operator-consoles are required. Where and how many
alarm-typers are needed. Whether colour printers are required to print out
screen-dumps (operator-consoles).

A clear layout of the whole installation must be available. It is worth noting, that
PICs and FSs may be planned to be installed in an ordinary office-like environ-
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ment.

MFCs are normally installed in seperate rooms (rack mountable 19” chasiss). In
case the process-I/O is connectde through a fieldbus (e.g. Profibus DP), then the
I/O hardware can be distributed in the plant (according to physical restrictions on
running the Profibus). If conventional I/O is used, the distance from the MFC to
the I/O may be limited.

4.6.1. Network Configuration

The configuration of the network depends on the number of nodes (PICs, MFCs,
FSs, Thin Clients, PCs) connected and their physical location. Very simple net-
works may consist of a simple cable connecting all nodes.

In a complex installation active hubs and network-bridges may be required. The
process-control system-network should never be connected directly to another
local-area-network (for safety, security and network-load reasons). In case a con-
nection to the outside world is required, it should be done through a specially
configured firewall-system.

4.6.2. Process Database

The 'global-database' of the whole SyCOS consists of several node-databases.
There is one process database configured for each MFC.

The configuration is either done by filling in the blanks with an interactive data-
base-builder (template-forms) or by generating the process database automati-
cally from data provided by the engineers in a machine-readable form. This
requires the exact definition of the data-structure provided.

The database-builder provides the ability to perform all data-entering and chang-
ing (including deletion) completely on-line. I.e. new tag's can be added to an
MFC and may be accessed immediately from any node in the system.

4.6.3. EXTOL

The configuration / development work of an EXTOL-application is supported by
a set of tools. Nevertheless, despite the great flexibility of the EXTOL-language,
a clear, well-defined concept must be prepared before any EXTOL-application
work should be carried out.

The SyCOS allows many different concepts to be implemented using the same
tools, to achieve the required result.

4.6.4. Operator Interface

The configuration of the operator-interface requires a specification, how the
plant should be presented and driven by the operators. It requires that criteria are
defined to organize the group-display groups, the graphics, their relationship and
hierarchy. These requirements have to be provided by the user taking into
account the tools which are available.

Certain displays on the operator-interface will be configurable by the operator
on-line (e.g. trend display, faceplate display).
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4.7. SYSTEM FAILURES

We will differentiate between defects in a system and failures due to a long
power-failure.

4.7.1. Consequences of defects

The following sections give a brief overview of the consequences of system
component failures due to a defect:

• If any component of an MFC fails, the whole section of the plant, controlled
by this MFC will be driven to the hardware-safety-state. I.e. The whole plant
section cannot be driven any more until the MFC is either repaired (one card
replaced) or the whole chassis is replaced. All other parts of the plant are
unaffected, unless they need communication with the section currently out of
operation.

• If a PIC fails, all operator consoles currently served by this PIC are out of
operation. If it is important to be able to use these consoles further, they can
temporarily be reconfigured to be served from an other PIC (this does not
happen automatically, this needs manual intervention). This will obviously
slow down the PIC with the additional consoles. But full functionality can be
achieved on the consoles. All Messages directed to an alarm-device defined
on the PIC which is out of operation will be lost. It is therefore important to
set up a configuration with some redundancy included.

• If a File-Server (FS) fails, the Batch logging function on that machine is
stopped. Batch logging should then be carried out on the “Backup-File-
Server”. No MFC can be reloaded from this FS (although reloading can be
made possible by reconfiguring the MFC to boot from the Backup-FS, i.e.
changing one name).

• If an Operator Console (OC), i.e. a Thin Client or X-Terminal fails, the oper-
ator console functionality at this physical location is lost, until the console
has been repaired or replaced. The same logical operator console function
may be activated on a different, currently unused X-Terminal if required.

• The network of a SyCOS is a critical part of the system. Its layout and wiring
is designed, such that the failure of one component has a minimal effect on
all of the rest. The physical shape is very starlike. This allows isolation of
faults to a simple branch and allows easy isolation and repair of a fault. The
Star Couplers or hubs used are usually equipped with a redundant power-sup-
ply and guarantee for a high availability. Individual cards or network-
branches can easily be isolated from the rest without affecting the rest of the
network. Card changes can be made on-line, without having to bring down
the whole network.

• Process-I/O configurations are different from MFC to MFC. Failures of indi-
vidual cards are recognized by the system and reported on the OC. The
appropriate part of the plant is affected. Individual I/O-cards can be
exchanged on-line (depending on brand of hardware). Failures on a chassis
or power supply are so severe, that they may affect a whole plant section con-
nected to the MFC.

4.7.2. Behaviour on Power-Failures

There are currently no components within the SyCOS, with their own battery-
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backup system. For normal operations of the computer-systems such as MFCs,
PICs, FSs, Active Network Components and Operator Consoles, it is recom-
mended to use an Uninterruptable Power Supply (UPS). We can differentiate
between two types of power-failures: a short power-failure, which does not affect
the computer-systems and a long power-failure, which causes the computer to
perform a power-up sequence.

The behaviour of the above components on power-restore after a long power-
failure is as follows:

• MFC: The memory contents is lost, the system automatically tries to reboot
from its server. All software, including all application-software, is automati-
cally loaded and the system initializes and connects itself again to the plant
(after having run through a special start-up-procedure written in EXTOL).
The whole procedure may take a few minutes, depending on the size of the
application to be loaded. Restart information may be retreived from a local
silicon disk.

• PIC, FS: These systems perform an ordinary powerfail-restart sequence.
They automatically return to normal operation mode. The whole procedure
takes approximately 5 minutes.

• OC: The operator console performs an ordinary powerfail-restart and tries to
reboot from its server. The local software is loaded and the console is ready
for activation by the operator. The whole procedure takes approximately 5
minutes.

• Network Components continue their normal operation after power-restore.

4.8. SYSTEM LIMITATIONS

The SyCOS is designed to be used to control a typical chemical plant.

It is not designed for fast processes. Its fastest scan-cycle is 0.25 seconds. If
reaction times faster than approx. 0.5 second are required then they cannot be
fulfilled with SyCOS. In such rare cases such processes have to be controlled
through an external controller.

There are very few built in limitations in the system. It allows a great deal of
freedom for the application engineering. This requires on the other hand, that
necessary care has to be taken not to overload the system. Limitations have been
built into the PICs which restrict the number of concurrently running graphics,
group-displays, trend-displays, etc.

There are no further hard limitations other than the load generated, the memory
consumed on MFCs or the possible network throughput.
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5. SYSTEM SERVICES

5.1. INTRODUCTION

The SyCOS is a process-control system originally built and designed by a group
of CIBA-GEIGY Basel and now maintained and further developed by Syte
Gmbh (CH-4153 Reinach) (subsequently called the supplier).

5.2.  SYSTEM DESIGN / LAYOUT

The design and layout of the system for a particular project is carried out by the
system supplier. This layout is based upon the requirements specification of the
customer. The requirements specification has to include the following informa-
tion (amongst others):

• Total number of process-signals (listed by type) to be connected to the sys-
tem. Number of process-signals to be grouped on one MFC. Typical mix of
the process-signals.

• Type of processes to be controlled.

• Number of process units and the number of I/O signals per unit.

• Number of required operator-consoles, geographical location, office or pro-
duction plant environment.

• Geographical distribution of the individual items, including distances and
other environmental conditions (e.g. hazardous area).

• Number and types of printers and further peripherals required.

• Requirements for special devices (such as local or plant operator stations).

• Handling of weighing systems (SyCOS internal or external).

• Handling of motor manager systems.

• Special requirements on I/O hardware

• requirements for communication with other control systems (such as PLCs).

5.3. APPLICATION SOFTWARE ENGINEERING

The application software engineering may be provided by the supplier or the
customer.

5.4. TRAINING

Training for customers will be available on request as follows:

• System Overview and System Functionality

• System Overview, System Configuration, Process- Database-Configuration,
Control-Loop implementation and Device / Interlock implementation.

• EXTOL-Application

• Operator Training

• System Management and Maintenance
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5.5. SYSTEM INSTALLATION

The installation of the system is carried out and/or supervised by the system sup-
plier. After the installation is complete, a site acceptance test-procedure (IQ,
OQ) will normally be carried out.

5.6. FACTORY- AND SITE-ACCEPTANCE TEST

A standard factory acceptance test procedure is available to demonstrate the
basic functionality of SyCOS. This test can be carried out in the presence of the
customer. This will result in a protocol, which documents all tests and their
results carried out.

After installation on site, a site acceptance test may be carried out. This is the
repetition of the same test as carried out on the factory acceptance test. The test
procedure has to be agreed between the customer and the supplier. A standard
test procedure (STP), which consists of a lot of automatic and interactive tests,
forms the main part of the Factory (FAT) and Site Acceptance Test (SAT).

5.7. SERVICE AND SPARE-PARTS

The maintenance of the system will be split in different categories. There are
four different service-areas which can be described as follows:

• Hardware Maintenance and service of all Hewlett Packard (HP) equipment
(PICs, FSs, OCs, Laser Printers, Colour Printers and Alarm-typers) can be
carried out by the local HP-organization.

• Hardware Maintenance and service of standard PC equipment can be carried
out by local service organisations.

• The maintenance of the process-I/O hardware (mainly card replacing activi-
ties) can be carried out by the local representative of the supplier or the cus-
tomers own engineering organisation.

• The maintenance of additional hardware (e.g. network-components) is sug-
gested to be covered by the local engineering organisation. This is in general
also mainly card replacing activities.

• Maintenance of the system-software (this includes SyCOS-software, as well
as other software, like the operating-systems) is supplied by Syte GmbH
(CH-4153 Reinach). This also includes installation of new releases and a hot-
line support. A maintenance and support contract for system-software is
available.
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