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2. Intr oduction

About This Manual This manual describes the functionality of the SyCOS System Authorization
facilities.

Who This Manual Is For This manual is for software engineers of the SyCOS. It is also useful for system
administrators.

To What Does This
Manual Apply

This manual is applicable to SyCOS

How This Manual Is
Organized

The manual introduces the user into the concept of authorization Þrst. Then he
will be made familiar with the conÞguration aspects of the authorization and
Þnally the detailed syntax is described, as well as the utilities available to the
system administrator.

Related Documents None

Conventions Used in This
Manual

TheCourier  font is used to highlight user inputs, Þle and directory names, the
name of the system utilities that are included from the operating system com-
mand line.

Request for Comments If you have any problems with this text contained in this manual or you wish to
make suggestions for improvements then contact the SyCOS Product Support
Group, namely:

Mr. Rolf Breitenstein
Syte GmbH
Seewenweg 5
CH-4153 Reinach, Switzerland

Please provide the full name of the document and its version number.

Acknowledgments This manual was written by Rolf Breitenstein.
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3. CONCEPT

3.1. Goal

The authentication/authorization subsystem can be used to protect the SyCOS
system and applications running within the SyCOS framework from unauthor-
ized access by people foreign to the plant. It can be used to introduce categories
of access authority to the plant or to parts of the plant.

3.2. DeÞnition of terms

The termauthorization describes the process that determines whether aperson
is allowed to perform a speciÞedfunction on a givenobject. A person is said to
beauthorized if he has been granted permission to perform a speciÞc function
on a speciÞc object. If this permission has not been granted the person is said to
beunauthorized.

The termauthentication describes the process that uniquely identiÞes a person
to the system.

A person in the context of authorization is either a user deÞned in the authenti-
cation database of the underlying operating system or a user of the SyCOS sys-
tem.

A function is either the name for a predeÞned functionality of the SyCOS sys-
tem (like the ability to perform setpoint changes) or the authorization subsystem
itself or the name of a functionality as deÞned by an application within the
SyCOS system.

An object is an entity within the system that can be accessed by one or more
functions.

In order to perform an authorization the following conditions must be met:

¥ theperson, thefunction and theobject must have been deÞned

¥ permission for thispersonto access theobject through thefunction must
have been granted or denied, and

¥ theperson must have been authenticated.

Note that the last item implies a strong coupling between the authentication and
the authorization subsystems. In fact you will notice, when you read on, that
some data needed for authentication is actually retrieved from the authorization
subsystem.

3.3. The authorization matrix

The access data needed for authorization can be deÞned within a three dimen-



SyCOS System Authorization CONCEPT

1.2 8

Persons in the SyCOS authorization model

sional boolean matrix:

The three dimensions are:

¥ PERSON: This dimension speciÞes all persons known to the authorization
system.

¥ FUNCTION: This dimension speciÞes all functions known to the authoriza-
tion system.

¥ OBJECT: This dimension speciÞes all objects known to the authorization
system.

Each cell within the three-dimensional space thus constructed has a boolean
value that speciÞes, whether the combination of all three coordinates speciÞes an
authenticated access or not. In the above drawing the triplet (ocx01,
DB_TOMANUAL, R99) speciÞes an allowed access, the triplet (ocx01,
DB_FIELD.STPT, R99) speciÞes a denied access.

3.4. Persons in the SyCOS authorization model

The authorization database speciÞes all persons known to both the underlying
UNIX operating system on the PICÕs and the control system itself. The former is
needed to allow processes running under a UNIX UID on a PIC the access to the
authorization service, the latter allows the implementation of authorization for
users only known to the SyCOS system.

3.5. Functions in the SyCOS authorization model

The functions deÞned within the SyCOS authorization model fall into one of six
categories:

¥ predeÞned functions for access to database Þelds,

¥ predeÞned functions for access to database functionality,

¥ predeÞned functions for access to EXTOL functionality,

¥ predeÞned functions to access special functionality required during develop-
ment,

¥ predeÞned functions for access to the authorization database,

¥ user deÞned functions for user from EXTOL.

Additional information on these categories can be found in the next chapter.

PERSON

FUNCTION

OBJECT

1
ocx01

R99

DB_FIELD.STPT

DB_TOMANUAL

0
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3.6. Objects in the SyCOS authorization model

By convention the objects deÞned within the SyCOS authorization model are
mainly the UNITS deÞned in the database. This has the following implications:

¥ Access to extol unit variables is authenticated on a per unit basis.

¥ EXTOL functions (e.g.: run operation, kill operation, ...) are also authenti-
cated on a per unit basis.

¥ Every ELT in the process database must have a well deÞned parent unit
(PUNI Þeld), as access is authenticated on a per unit bases.

For special utilities, such as the EXTOL Loader (exld) the MFC is used as the
object. The third type of object used by certain utilities (e.g. the database builder
dbb) is the UNIX user name.

Therefore the following 3 types of objects have to be deÞned:

¥ UNIT name

¥ MFC name

¥ UNIX user name

3.7. Groups

To ease the formulation of access rules and to allow an easier management of
authorization groups of all entities (i.e. PERSON, FUNCTION and OBJECT)
can be constructed. An access speciÞcation for a group speciÞes access to all
members of the group. Within SyCOS the group concept is used to group per-
sons into person groups (e.g. OPERATORS, ENGINEERS, ...) allowing for ease
of speciÞcation of group typical access requirements. Functions are grouped so
typical subsets are easily assigned to their respective users. Objects may be
grouped to create higher level collections of objects like tank farms.

3.8. Attrib utes

Any person, function, object or group thereof may have attributes. Attributes
consist of an attribute name and an attribute value. Currently attributes are only
used for persons. Every person in the authorization database has at several man-
datory attributes, i.e.

¥ PASSWORD for the users password

¥ REALNAME for the users real name

¥ EXPIRES containing the date on which the userÕs password will expire. The
date has the format YYYYMMDD. This attribute is optional; if it is not spec-
iÞed or if the value is empty, the userÕs password will never expire.

¥ DISABLED to indicate if the users account is disabled (valid values are
ÒyesÓ and ÒnoÓ)

¥ FAILEDLOGINS to show the number of failed logins

These attributes are used in the authentication process. Attributes for other enti-
ties are currently not used.
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3.9. EXTOL and the authorization

Within the EXTOL applications it is possible to use the authorization server (of
the master-pic) to determine whether a person is allowed to perform a speciÞc
function on a unit. The application engineer may deÞne his own private set of
function names to be used in connection with the EXTOL applications. This
allows her to build up her own protection scheme. The EXTOL instruction avail-
able is:

check authorization of <person-name> for <function-
name> [on <unit-name>] into <integer-variable> [and
confirm in <confirm-variable>]

The OPDEC and OPENTER instructions have been expanded to allow for an
optional authorization check. The user has the possibility to deÞne his own
application speciÞcfunctions (functions in the authorization Þle). Individual
choices or OPENTERÕs may by deÞned with this authorization check. If this
option is used, those choices theperson is currently allowed to answer will be
visible in normal writing, the other ones are greyed out. It is therefore easily pos-
sible to implement an application speciÞc concept of access-control for OPDEC
choices and OPENTER infos. In order to allow EXTOL to write a protocol of an
intervention, the id of theperson and the display name, from where the answer
has been given, is available in internal local variables:

¥ _userid: contains a string of max. 15 characters with the person-id

¥ _display: contains a string of max. 15 characters with the display-name

The modiÞed instruction syntax is as follows:

¥ choice: <string> [authorized by <function-name>]

¥ openter <string> into <operand> [authorized by
<function-name>] [with timeout after <expr> min-
utes] [with value <value>]

The function-name must be a string, not exceeding 15 characters, which matches
a function deÞned in the authorization Þle.

3.10. Implementation of the authentication/authorization subsystem

The authentication/authorization subsystem is implemented as a set of server
processes running on one or more PICÕs. The servers are conÞgured through
conÞguration information stored in predeÞned locations on the PIC. A request to
authorize a person for access to a given object through a given function is actu-
ally handled in three consecutive steps:

¥ Step 1: Authenticate the task issuing the request. This authentication is used
to authorize the access performed in step 3. A task is authenticated with the
user identiÞcation of the UNIX login name under which the task is running.

¥ Step 2: Get authentication information on the person according to the display
the request was issued from. This either implies a call to the authentication
server for that display, or, if no display can be determined, the reuse of the
information obtained in step 1.

¥ Step 3: Call on the authorization service to check the (Person/Function/
Object) triplet. The answer to that query is either access allowed or access
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denied, depending on the authorization of the calling task and the authoriza-
tion information for the person determined in step 2.

Note that the authorization server uses a list of built-in functions and objects to
authorize requests issued to it. This implies that UNIX user accounts under
which this authorization scheme is used must also be in the authorization data-
base with privileges sufÞcient to query the information requested in step 3 above
for the person determined in step 2.

Also note that the authentication server requires access to the person and person
attribute information stored in within the authorization service (the dotted arrows
in the drawing above) whenever a new SyCOS user identiÞes himself in the
authentication window. This again implies that the UNIX user account under
which the authentication application is running must be sufÞciently privileged to
obtain user and attribute information from the authorization service.

Authentication window

Authentication server Authorization server

Application
Step 2:SyCOS authentication Step 3: authorization request

Step 1: UNIX authentication
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4. CONFIGURATION

4.1. Intr oduction

The complete conÞguration of the authentication/authorization subsystem is
deÞned in two different places. The fundamental behaviour of the authentication
tool is speciÞed in the SyCOS system conÞguration Þle, which speciÞes the
behaviour for the whole network and each console. The actual access rights of
persons are speciÞed in the authorization deÞnition Þle.

4.2. ConÞguration of theSyCOS authentication subsystem

The system conÞguration Þle deÞnes the behaviour of the authentication mecha-
nism on a system wide basis and/or on a console speciÞc basis. If a console does
not have a speciÞc deÞnition of the authentication behaviour, the system wide
deÞnition is used.

The deÞnition of the authentication behaviour uses the following keywords:

¥ AUTHENTICATION
This keyword introduces the authentication deÞnition block for the network
or within a console conÞguration entry.

¥ END AUTHENTICATION
This keyword terminates the authentication deÞnition block.

¥ NONE
No authentication required. Note that this setting does not have any inßuence
on the functionality of the authorization subsystem. Authorization will still
be required for all actions performed from a terminal where this setting is in
effect.

¥ SESSION - The person identiÞes herself for a session.
This speciÞcally means that the person is responsible to log in and log out of
the SyCOS system. If the person fails to log out his established identiÞcation
can be misused by another person.

¥ TIMEOUT <timeout period in seconds>
After a person has identiÞed herself, the authentication is automatically
revoked after inactivity for the speciÞed period of time. If this option is used
in connection with FUNCTION, the authentication is also revoked, after the
speciÞed time has elapsed.

¥ FUNCTION
After a person has identiÞed herself, the person may only execute one single
function. After the execution of the function, the authentication is automati-
cally revoked.

¥ UNIQUE
A person may only be authenticated on one single console in the system. If
the same person successfully performs the authentication procedure on any
other console in the network the authentication subsystem assures that this is
the only place, where the person is authenticated.

¥ COVER
This option causes all open windows to be iconiÞed when the authentication
is invalidated (be it by logging out, timing out, etc.).
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¥ COMMENT
This option requires that the person authenticated carrying out any function
requiring authorization must enter a comment after the function has been per-
formed successfully. This applies to all functions performed, except for the
acknowledge function. Please note, that if a function could not be carried out
successfully, no comment is requested. While the system waits for the com-
ment-input, the focus cannot be changed to any other window, the user is
forced to enter his comment Þrst. The user has a maximum of 60 seconds to
start entering his comment (and between two keystrokes). If this time runs
out, the comment entered so far will be stored.

The above keywords can only be used in certain combinations. The following
combinations are valid:

¥ NONE

¥ SESSION [UNIQUE] [COVER] [COMMENT]

¥ TIMEOUT <timeout time in seconds> [UNIQUE] [COVER] [COMMENT]

¥ FUNCTION [TIMEOUT <timeout time in seconds>] [UNIQUE] [COM-
MENT]

The timeout option together with FUNCTION causes the authentication to be
invalidated (revoked) after the speciÞed time (i.e. this is the time within which
the function must be executed).

An example is given in ÒConÞguration File Format (Skeleton)Ó on page46.

4.3. ConÞguration of theSyCOS authorization subsystem

The following sections describe the standard conÞguration and the conventions
used in the authorization deÞnition Þle. The system administrato has a lot of
freedom to adapt this initial conÞguration to his special needs. The different sec-
tions differentiate between arbitrary assumptions and conventions, which have to
be followed.

PERSONS and PERSON
GROUPS

Every user of the SyCOS system must be deÞned as a person within the authori-
zation database. All UNIX accounts allowing access to SyCOS functionality
must also be deÞned as persons within the authorization database. Note that this
implies that the predeÞned user ÒrootÓ must also be deÞned in the authorization
database, as quite a few of the SyCOS system tasks run under this user name.

The default conÞguration provided with the SyCOS-system initially deÞnes the
following person groups:

¥ OPERATOR: This is the group of the ordinary plant operator

¥ SUPERVISOR: This is the group of foremen / supervisors

¥ CHEMIST: This is the group of the plantsÕs chemists

¥ ENGINEER: This includes software engineers, automation engineers

¥ SYSADMINISTRATOR: This is the group of the SyCOS system administra-
tors

¥ UNIXACCOUNTS: This is the group of all UNIX accounts requiring access
to the authorization service.

This deÞnition is an arbitrary deÞnition, both concerning the names used, as well
as the number of user-groups deÞned. The system administrator is free to modify
this conÞguration according to his needs.

FUNCTIONS and
FUNCTION GROUPS

Theindividual function names used arepredeÞned names, which are either
system deÞned, or follow certain rules to be formed. In addition to the functions
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deÞned below the system administrator is free to deÞne his own unique function
names for the usage in connection with OPDEC and OPENTER statements.

The function group names are arbitrary and membership of function in groups
can be changed as required by the application.

The following table deÞnes the foreseen functions and their associated function
groups:

Table: PredeÞned functions and function groups

Group Functions

HIGH_LEVEL_DB DB_FIELD.SMFL
DB_FIELD.ADDR
DB_FIELD.AM
DB_FIELD.MEAS
DB_FIELD.INP
DB_FIELD.POLL
DB_FIELD.HIHI
DB_FIELD.LOLO
DB_FIELD.KP
DB_FIELD.KI
DB_FIELD.KD
DB_FIELD.ACT
DB_FIELD.IVAL
DB_FIELD.OVR
DB_FIELD.NMFL
DB_FIELD.OUTA
DB_FIELD.OUT
DB_FIELD.OHC

DB_FIELD.OLC
DB_FIELD.OROC
DB_FIELD.B
DB_FIELD.C
DB_FIELD.D
DB_FIELD.E
DB_FIELD.F
DB_LINKIO
DB_LINKRADDR
DB_LINKHW
DB_LINKCRD
DB_CREATEDBBLOCK
DB_DELETEDBBLOCK
DB_SETEQUATION
DB_SIMON
DB_TOMAINT

MED_LEVEL_DB DB_FIELD.DHI
DB_FIELD.DLO
DB_FIELD.HI
DB_FIELD.LO
DB_FIELD.ROC

DB_FIELD.AHI
DB_FIELD.ALO
DB_FIELD.AROC
DB_DRIVEAOT
DB_DRIVEDOT

LOW_LEVEL_DB DB_FIELD.DEST
DB_FIELD.RESE
DB_FIELD.STPT
DB_FIELD.ENA
DB_FIELD.DSPN
DB_FIELD.DZER
DB_TOAUTO
DB_TOMANUAL

DB_OPENCASCADE
DB_CLOSECASCADE
DB_SETPOINT
DB_OUTPUT
DB_DRIVE
DB_ACKSENSOR
DB_ACKDEVICE
DB_TONORM
DB_SIMOFF

HIGH_LEVEL_EX EX_OPKILL
EX_OPRESUME

EX_OPSUSPEND

LOW_LEVEL_EX EX_OPRUN
EX_OPHOLD
EX_OPRESTART

EX_RECINSTATE
EX_REC_VARIABLEI
EX_UNIT_VARIABLE

UTILITIES UTIL_DBB
UTIL_EDB

UTIL_EXLD
UTIL_SYS
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The following rules apply to the names of functions:

¥ All function names deÞned above are predeÞned names.

¥ All Names preceded by DB_FIELD are function names deÞning a modify
function on this particular database Þeld. The user may add additional func-
tions by preceding the name of the Þeld with ÒDB_FIELDÓ.

¥ All other names refer to internal system function names.

¥ The user may deÞne his own function names for authorization checks in con-
nection with EXTOL-OPDEC/OPENTER applications and in connection
with manual interventions (through a POS for instance). He is free to use any
name, as long as the following rules are observed:

¥ Names should not contain special characters.

¥ Names starting with DB_ or EX_ or UTIL_ or TRND_ are reserved for
system use.

¥ Upper and lower case characters are distinct.

OBJECTS and
OBJECT GROUPS

Objects are by deÞnition the units deÞned in the process database of a SyCOS
system.

The units can be grouped as the application requires. The following table illus-
trates such use:

4.4. Authorization within the authorization service

The authorization service deÞnes a number of persons, person groups, functions,
function groups, objects and object groups for the purpose of access authoriza-
tion to the authorization service itself. These items determine the accessibility of
parts of the authorization service for calls to the service.

4.4.1. PredeÞned names within the authorization service

Within each of the six categories (person, person group, function, function
group, object, object group) two names are predeÞned:

AacUnknown: This name designates the unknown person, person group, function, function
group, object or object group. It is used to specify default access rights for per-
sons that cannot be identiÞed through functions unknown to the authorization
subsystem to objects unknown to the system.

AacAny: This name designates an unspeciÞed person, person group, function, function
group, object or object group and is only valid in queries to the authorization
service.

Table: Objects and object groups

Group Objects

TANKFARM T101 T205

REACTORS R102 T205

CAMPAIGN R102 T205 N114 K115
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4.4.2. Additional pr edeÞned functions within the authorization service

In addition to the two names deÞned within every category the authorization
service uses the following function names internally:

The names of these functions are hard coded in the authorization system and
must be speciÞed with the exact spelling given in the table above. Functions in
this table may be grouped into function groups as required by the authorization
administrator.

NOTE: Currently the functionality associated with AacInsert, AacUpdate and
AacDelete is not implemented. Future versions of the authorization subsystem
will implement the functionality and will use the names speciÞed above to con-
trol access to the functionality.

4.4.3. Additional pr edeÞned objects within the authorization service

In addition to the two names deÞned within every category the authorization
service uses the following object names internally:

Table: PredeÞned internal function names

Function Name Meaning

AacValidate Access to this function is needed, if authorization checking (within the authorization
subsystem this is called validation) should be allowed for the calling user acting as
an agent for another user. Note that a user can always validate access privileges for
himself.

AacList Access to this function is needed if a user should be allowed to list the various inter-
nal objects within the authorization service. For a list of objects that can be listed see
the table of predeÞned objects below.

AacInsert Access to this function is needed if a user should be allowed to insert objects into the
tables managed by the authorization subsystem. For a list of valid objects see the
table of predeÞned objects below.

AacDelete Access to this function is needed if a user should be able to delete objects from the
tables managed by the authorization subsystem. For a list of valid objects see the
table of predeÞned object below.

AacUpdate Access to this function is needed if a user should be able to update objects in the
tables managed by the authorization subsystem. For a list of valid objects see the
table of predeÞned object below.

AacDump Access to this function allows a user to dump the contents of the internal tables used
by the authorization subsystem to a Þle.

AacRead Access to this function allows a user to force the (re-)read of the internal tables used
by the authorization subsystem from a Þle.
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The names of these objects are hard coded in the authorization system and must

Table: PredeÞned internal object names

Object Name Meaning Valid Functions

AacAttribute This object speciÞes the attribute list attached to a person, per-
son group, function, function group, object or object group. To
perform any of the functions on an attribute list access to the
person, person group, function, function group, object or
object group the attribute is attached to is also required.

AacList,
AacInsert,
AacUpdate,
AacDelete

AacSelf This object speciÞes the calling person. This is a special case
of the next object and is used to restrict authorization to the
caller. Note that validation is always allowed and therefore is
implicitly granted, even if not speciÞed in the authorization
database.

AacList,
AacUpdate,
[AacValidate]

AacPerson This object speciÞes any person other than the calling user. AacValidate,
AacList,
AacInsert,
AacUpdate,
AacDelete

AacPerson-
Group

This object speciÞes the person group tables used in the
authorization service.

AacValidate,
AacList,
AacInsert,
AacUpdate,
AacDelete

AacFunction This object speciÞes a function table used in the authorization
service.

AacList,
AacInsert,
AacUpdate,
AacDelete

AacFunction-
Group

This object speciÞes a function group table used in the authori-
zation service.

AacList,
AacInsert,
AacUpdate,
AacDelete

AacObject This object speciÞes an object table used in the authorization
service.

AacList,
AacInsert,
AacUpdate,
AacDelete

AacObject-
Group

This object speciÞes an object group table used in the authori-
zation service.

AacList,
AacInsert,
AacUpdate,
AacDelete

AacMember-
ship

This object speciÞes the membership relation tables used in the
authorization service.

AacList,
AacInsert,
AacUpdate,
AacDelete

AacAccess This object speciÞes the access tables used in the authorization
service.

AacInsert,
AacUpdate,
AacDelete
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be speciÞed with the exact spelling given in the table above. Objects in this table
may be grouped into object groups as required by the authorization administra-
tor.
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5. AUTHORIZA TION FILE SYNT AX

5.1. Intr oduction

All authorization parameters are deÞned in an authorization Þle. This is a text
Þle that is compiled into an internal form by the command Òaacd -c ...Ó. The
internal form is then used by the authorization servers started with Òaacd -m ...Ó.

5.2. The Syntax of the Authorization File

5.2.1. Principles

The authorization source Þle consists of three sections. The Þrst section deÞnes
default settings and contains compiler directives. The second section speciÞes
persons, person groups, functions, function group, objects and object groups.
The third section deÞnes access rights for the entities deÞned in the second sec-
tion. All sections can be empty although this is pretty pointless for real world
application. A complete EBNF syntax description can be found in the appendix.

Each entry in any of the sections starts with a keyword and may continue for as
many lines as needed. White space (i.e. the ASCII characters space (0x20), tab
(0x09), newline (0x0a) and carriage return (0x0d)) is only used to separate words
in the input stream and is not signiÞcant, except within quoted strings.

C-style comments can be freely used wherever word separating white space is
allowed.

A reference to an entity must always be preceded by a deÞnition of that entity
(e.g. when grouping persons into person groups the persons must have been
deÞned already).

The following words are reserved and may not be used as user deÞned names:

ACCESS, ALLOWED, ATTRIBUTES, DENIED, FOR, FUNCTION, GROUP,
MANDATORY, OBJECT, OF, PERSON, UNIQUE.

In addition all predeÞned persons, person groups, functions, function groups,
objects and object groups as deÞned in the preceding chapters are reserved and
cannot be changed.

5.2.2. The Þrst section of an authorization source Þle

This section contains default settings and compiler directives. Currently only
two constructs are allowed in this section:

¥ UNIQUE GROUP FOR PERSON
This directive instructs the compiler to produce an error, whenever a person
is member of more than one single group. Note that this still allows a person
to be in no group at all. (The compiler will allow UNIQUE GROUP FOR
speciÞcations for the FUNCTION and OBJECT categories as well but this is
not needed by the current version of the SyCOS system.)

¥ MANDATORY ATTRIBUTES OF PERSON PASSWORD REALNAME
DISABLED FAILEDLOGINS
This directive instructs the compiler to check for every person deÞned,
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whether that person has the attributes PASSWORD, REALNAME, DISA-
BLED and FAILEDLOGINS. (Again: Additional attributes could be
declared mandatory, if the need arises and mandatory attributes could be
speciÞed for PERSON GROUPs, FUNCTIONs, FUNCTION GROUPs,
OBJECTs and OBJECT GROUPs.)

5.2.3. The second section of an authorization source Þle

This section speciÞes all the entities that should be known to the authorization
system. Directives supplied in the Þrst section are enforced. Entities must be
deÞned before they are used. Some logical grouping of the entities deÞned is rec-
ommended for ease of maintenance.

DeÞnition of persons
and person groups:

¥ PERSON <user-id>
ATTRIBUTES PASSWORD=<password> REALNAME=<full name>
EXPIRES=<expiration-date> DISABLED=<yes|no> FAILEDLOGINS=<n>

This construct deÞnes the person Ò<user-id>Ó with her [mandatory!]
attributes PASSWORD, REALNAME, DISABLED and FAILEDLOGINS.
<user-id>, <password> and <fullname> can either be single words without
special characters or, if quoted into strings can contain almost any character.
The use of these names in SyCOS requires that the <user-id> and <pass-
word> entry must not contain any of the following special characters: : /
The password should contain the encrypted form of the real password. This
encrypted form of a password may be obtained using the simple utility
mkpw <password in plain text> .
<expiration-date> is the date on which the password will expire, it has the
format YYYYMMDD. If the DISABLED attribute is set to yes, the userÕs
account is disabled. FAILEDLOGINS contains the number of failed logins,
This number is reset upon a successful login.

¥ PERSON GROUP <group-name>
[<user_id>] [<user-id> ...]

This construct (re-)deÞnes a person group with group name <group-name>
and the listed <user-id>Õs as members. The same <group-name> may be used
more than once to add members to an already existing group, although this
use will result in warning messages from the compiler. An ATTRIBUTES
speciÞcation can be added after the list of members but is currently not
required or used by SyCOS. Note that a PERSON GROUP can be deÞned
but not given any members.

DeÞnitions of functions
and function groups:

¥ FUNCTION <function-name> [<function-name> ...]

This construct deÞnes one or several new functions. Following the list of
function names an ATTRIBUTE speciÞcation may be added, but is currently
not required nor used in SyCOS. RedeÞnition of a <function-name> within
the same or different FUNCTION speciÞcations is considered a warning con-
dition by the compiler.

¥ FUNCTION GROUP <group name>
[<function-name>] [<function-name> ...]

This construct (re-)deÞnes a function group with group name <group-name>
and the listed <function=name>Õs as members. The same <group-name> may
be used more than once to add members to an already existing group,
although this use will result in warning messages from the compiler. An
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ATTRIBUTES speciÞcation can be added after the list of members but is
currently not required or used by SyCOS. Note that a FUNCTION GROUP
can be deÞned but not given any members.

DeÞnition of objects and
object groups:

¥ OBJECT <object-name> [<object-name> ...]

This construct deÞnes one or several new objects. Following the list of object
names an ATTRIBUTE speciÞcation may be added, but is currently not
required nor used in SyCOS. RedeÞnition of an object name within the same
or different OBJECT speciÞcations is considered a warning condition by the
compiler.

¥ OBJECT GROUP <group-name>
<object-name>.....<object-name>

This construct (re-)deÞnes an object group with group name <group-name>
and the listed <object-name>Õs as members. The same <group-name> may
be used more than once to add members to an already existing group,
although this use will result in warning messages from the compiler. An
ATTRIBUTES speciÞcation can be added after the list of members but is
currently not required or used by SyCOS. Note that an OBJECT GROUP can
be deÞned but not given any members.

5.2.4. The third section of an authorization Þle

This section speciÞes access privileges for the entities deÞned in the second sec-
tion of the authorization source Þle. Each clause in this section begins with the
keyword ACCESS, followed by a person or person group speciÞcation. The
functions (or function groups) and objects (or object groups) access should be
permitted through/to Þnish an access speciÞcation:

¥ ACCESS PERSON [GROUP] <person or person group list>
FUNCTION [GROUP] <function or function group list>
OBJECT [GROUP] <object or object group list>

Either the FUNCTION [GROUP] or the OBJECT [GROUP] part of an access
speciÞcation may be omitted. This implies that access is to be allowed through
all known functions respectively to all known objects. Note that ÔallÕ never
includes the AacUnknown entity of the omitted category.
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6. THE AUTHORIZA TION FILE EDIT OR

6.1. Concept

The authorization Þle editor is a graphical tool intended for system administra-
tors to easily perform simple tasks on the authorization Þle. These tasks include:

¥ modify attributes of existing persons

¥ add a person

¥ remove a person

The editor is not able to handle all the information contained in the authorization
source Þle, in particular the combination person/function/object. Editing the
authorization source Þle Òby handÓ is still needed in those situations.

The changes made to the autorization database are automatically and instantly
distributed on all authorization servers on the network.

Invocation In a shell window enter the command:

authedit

6.1.1. User Interface

The main window of the authorization editor has the following layout:

Figure 1: Authorization editor main window

Add a person
Remove a person
Refresh
Show log information

Currently authorized user
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The left side shows all persons currently deÞned in the authorization database.
The rigth side shows the attribute of the user currently selected in the left part;
attributes can be edited on the right part. Attributes include:

¥ real name

¥ password

¥ number of failed logins since the last successful login

¥ group membership

¥ account status, whether the account is disabled or not

¥ expiration date (if any)

The status bar shows information about the currently authorized user, this is
important since not all users are allowed to do changes (See Access rights
below).

6.1.2. Access rights

To be able to perform an action in the authorization editor, the currently author-
ized user must have the right to perform the functions ÒAacAdminFunctionsÓ on
the objects ÒAacAdminObjectsÓ.

You may want to deÞne a person group in the authorization source Þle:

/* person group allowed to perform administrative
tasks */
ACCESS PERSON GROUP SYSADMIN
FUNCTION GROUP AacAdminFunctions
OBJECT GROUP AacAdminObjects

and assign all the users which should be allowed to use the editor to the
ÒSYSADMINÓ group.

6.2. Detailed Functionality

6.2.1. ModiÞcation of Person Attributes

When a person is selected in the user list on the left side, you may edit the
attributes on the right side.

Note: it is not possible to rename a user

Real name Simply edit the userÕs real name in the text Þeld.

Password change By clicking on the ÒChangeÓ button, you can change the userÕs password. You
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Þrst need to provide the userÕs old password, then enter the new password twice.

Figure 2: Password change window

Note: if ÒrootÓ is the currently authenticated user, there is no need to enter the
old userÕs password.

Failed logins You may reset the number of failed logins (set to zero) by clicking the ÒResetÓ
button.

Groups To edit the userÕs group membership, click on the ÒEditÓ button: this will bring
the following window:

Figure 3: Group membership edit window

The left list shows the available groups, i.e. the groups the current user is not
member of, and the right list shows the groups the current user is member of.

Groups can be moved from one list to the other by clicking the Ò>Ó and Ò<Ò but-
tons.

Account status Select the desired account status: ÒdisabledÓ means that the user wonÕt be able to
authenticate himself.

Expiration date An expiration date may be deÞned for the user, by selecting ÒOnÓ and entering
an expiration date in the Þelds for day, month and year.
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6.2.2. Addition of a Person

To add a person, click on the user add icon (See ÒAuthorization editor main win-
dowÓ on page22). This will bring up a window where the new personÕs name
and attributes can be entered:

Figure 4: Add a person window

6.2.3. Removal of a Person

To remove a person, select it in the list on the left side of the main application
window and click on the remove user icon (See ÒAuthorization editor main win-
dowÓ on page22).

6.2.4. Refresh

The refresh icon (See ÒAuthorization editor main windowÓ on page22) can be
used to refetch the user list and the currently authorized user from the authoriza-
tion server.

6.2.5. View change log

All changes to the authorization source Þle are logged. To see the log of changes,
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click on the log icon, this will open the following window:

Figure 5: Log messages window
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7. SYSTEM ADMINISTRA TION TASKS

7.1. Inter nal Concept

The current SyCOS system software version starts two more processes at boot
time (deÞned in$COSROOT/etc/sycosrc.db) which together implement the
server side of the authorization subsystem:

¥ aacd - The authorisation server for the local machine. It is started on every
PIC and FS.
Currently all aacd incarnations started will run as equally privileged servers
and request from applications will be made to the locally running aacd. A
later version implementing on-line update requests to the authorization serv-
ice will run as a master process on one PIC and as slave process on all other
PICÕs and potentially FSÕs.

¥ auxacc - The remote authorization server performing the authorization
checks on behalf of the MFC.

The authentication window (sycosauth) and the individual application tasks
(such asgedit, grp, usdt) communicate with the local authorization server
(aacd) to perform their authorization checks.

7.2. The System ConÞguration File

The system conÞguration Þle is a text Þle that speciÞes the hardware and hard-
ware oriented  system conÞguration information such as the network name, the
machines (PICÕs, FSÕs and MFCÕs) in the network, the consoles and printers con-
nected to a PIC, and much more.

As the authentication is part of the hardware oriented conÞguration (authentica-
tion styles are deÞned on the network layer or on a per console basis) the authen-
tication subsystem conÞguration is described in the system conÞguration Þle.

After creation/modiÞcation of the text source of the system conÞguration Þle the
source must be compiled with the following command:

¥ cfgcc -o cfgfile.xdr <configuration text file >

Once the compilation is successful the compiled version of the Þle (cfgÞle.xdr)
has to be moved to$COSAPPL/database/cfgÞle.xdr from where it will be
loaded onto all machines in the system, whenever one of the machines is
rebooted. (In other words: a modiÞcation to the system conÞguration Þle man-
dates a reboot of all machines in the network!)

7.3. The Authorization File

Previous versions of the authentication subsystem used a Þle ($COSAPPL/data-
base/authÞle) containing information on the users of the SyCOS system.

As this information is now available through the authorization subsystem, this
Þle has become obsolete, although the information that used to be in that Þle
must be carried over into the current authorization source Þle. It is recommended
to replace the old style authentication Þle with the source of the new style
authorization database while keeping the same Þle name.

The authorization Þle has to be constructed according to the rules and syntax set
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forth in chapters 2 and 3, reßecting the requirements of the site.

The new authorization Þle can be compiled and activated by running the shell-
command:

authorize_new [<authorization source-file>]

If no <authorization source-Þle> is speciÞed the Þle $COSAPPL/database/auth-
Þle (this is the name recommended above for the new authorization database
source) will be compiled and instated on all machines in the network.

7.4. The Handling of encrypted Passwords

The original authorization Þle contains an encrypted password, which is origi-
nally prepared by the system administrator (using the mkpw utility). After the
system has been booted with this authorization Þle, the system administrator can
invite each person registered in the authorization Þle to change his password in
the system, such that the password remains the secret of the owner (see also next
section)

7.5. Password Changes

Each SyCOS user has the possibility to change his password using the sycosauth
utility. First, the user must authenticate himself. Then, the user can choose the
ÒChange passwordÓ function in the context menu (right mouse button). He is
invited to enter his old password and twice his new password. The changed pass-
word will automatically by entered in the source authorization Þle and distrib-
uted to all authorization servers over the network.

The default used as the source authorization Þle is:

$COSAPPL/database/authÞle

Hints: The person currently authenticated must have the privileges set to modify the
authorization database (AacValidate / AacList / AacUpdate / AacDump /
AacRead).

The source authorization Þle is managed by a revision control system (the
default is RCS, to use an other revision control system, see Òsycosauth:Ó on
page31). Every change made to this Þle is logged and only one user can make
changes to this Þle at once.

Problems may also occur when the binary authorization Þle ($COSAPPL/data-
base/authÞle.adb) does not have the correct protection mode. This is deÞnitively
the case, when the error ÒError Accessing FileÓ is reported by the password
change utility.

7.6. Detailed Description of commands

The authorization subsystem has essentially two commands that can be called
from the command line: aacd, the authorization service and aac an authorization
client. In addition to these basic commands two utilities, authorize_new and
instate_auth are delivered with the system.

 aacd: The aacd command is the compiler/server for the authorization information. This
program performs two functions. On one side it implements the compiler used to
compile the textual description given in the authorization Þle into an internal
form, on the other side it provides server functionality, either right after compila-
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tion has taken place or without compilation using a precompiled authorization
database (i.e. the internal form generated by a previous compilation run).

Here is a short description of the command, close to the help given by the pro-
gram when called with invalid arguments:

NAME

aacd -- authorization compiler and server

SYNOPSIS

aacd -c[dmsqv] [-o db_Þle] [source [cpp-options]]
aacd -m|s[dv] [db_Þle]

DESCRIPTION

-m -- become the master server
-s --become a slave server (this is currently not implemented)
-c -- compile input Þle
-o db_Þle -- output Þle of compilation (only under -c)
-q -- quit on warnings too (only under -c)
-v -- issue verbose messages Repeated use gives more verbose output
-d -- output debug information Repeated use gives more debug output
ÒsourceÓ is a textual database speciÞcation,
Òdb_ÞleÓ the output of a previous compile.

If no Þle is speciÞed stdin is assumed. The special Þlename Ò-Ómay be used
to explicitly specify stdin or stdout (for -o option) as input output
At least one of-c, -m or -smust be given.

STATUS

The command returns an exit status of 0 for successful operation. A status of
1 is returned for fatal errors.

EXAMPLES

aacd -cv $COSAPPL/database/authfile
This command compiles the textual representation of the authorization data-
base Ò$COSAPPL/database/authÞle into the internal form and stores the
resulting ÒauthÞle.adbÓ Þle in the current directory. Gives verbose output on
the actions performed by the command and the resources used.

aacd -cvm $COSAPPL/database/authfile
Perform the same functionality as in above example but do not terminate
after the compilation has succeeded but become a server on the local
machine. BEWARE: If there is already an authorization server running on the
machine this command is performed on the old incarnation will no longer be
accessible, although it will continue to run. A server should only be started
once on every machine!

aacd -m $COSAPPL/database/authfile.adb
Start as a server, using the precompiled database Ò$COSAPPL/database/
authÞle.adb. BEWARE: The same remarks as above apply to this variation of
the command.

 aac: Aac performs the client side operations of the authorization system. Given the
appropriate authorization it allows the caller:

¥ to obtain information virtually all tables in the authorization system (persons,
functions, objects, groups, attributes, memberships, access rights)
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¥ to validate privileges for other the calling or other users

¥ to dump the currently active authorization database to a Þle or the screen, and

¥ to reread the authorization database into an already running server.

Here is a short description of the command, close to the help given by the pro-
gram when called with invalid arguments:

NAME

aac -- authorization system command interface

SYNOPSIS

aac   [-q] [-v|i|u|d|l[pfo][g]|la]
[-p[g] person_or_persongroup]
[-f[g] function_or_functiongr oup]
[-o[g] object_or_objectgroup]
[-a attrib ute]
aac -r[q] Þlename

DESCRIPTION

-r  -- reread database and replace currently active one by the new authoriza-
tion database. BEWARE: Be careful to provide a Þle name that designates a
Þle that was the result of a successful compilation. If the reread fails, you
might otherwise be left with an authorization database that no longer allows
you to reread a correct authorization database. The behaviour of the reread
command is undeÞned if an arbitrary Þlename is given and there is a high
probability that authorization will no longer be possible.
-q -- be quiet (no error messages output)
-v -- validate the access of the speciÞed person or person group, for speciÞed
function or function group on speciÞed object or object group
-i -- insert items: person, person-group, function, function-group, object,
object-group, (not yet implemented!)
-u -- update items (not yet implemented)
-d -- delete items (not yet implemented)
-la -- list attributes
-l[pf o][g] -- list persons, functions, objects [groups]
-p[g] name -- specify person [group] defaults to current unix user
-f[g] name -- specify function [group] defaults to AacAny
-o[g] name-- specify object [group] defaults to AacAny
-a name -- specify attribute (not yet implemented)

EXAMPLES

aac -lf
List the functions the calling UNIX user may use

aac -pÓwjgÓ -la
List the attributes of the person ÒwjgÓ

aac -v -pÓmarkusÓ -fÓEX_OPRUNÓ -oÓR101Ó
Validate (markus, EX_OPRUN, R101).

aac -fAacRead -lfg
Generates a (possibly empty!) listing of all function groups that have the
function AacRead as a member.
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 authorize_new: This is actually a shell procedure provided for convenience. It combines compi-
lation of an authorization sourceÞle with the distribution of the successfully
compiled output to all machines running the authorization service:

NAME

authorize_new -- compile an instate a new authorization Þle

SYNOPSIS

authorize_new [<authorization database source Þle>]

DESCRIPTION

This shell procedure is the combination of Òaacd -cv sourceÓ and a call to
Òaac -r objectÓ for every machine running the authorization service.

STATUS

0 for success, 1 for failure.

instate_auth: This shell procedure is also provided for convenience. It can be used to update
authorization information on all authorization servers in the network:

NAME

instate_auth -- instantiate a compiled authorization Þle

SYNOPSIS

instate_auth <absolute pathname to compiled authorization Þle>

DESCRIPTION

This procedure loads the compiled database into all running authorization
servers.

STATUS

0 for success, 1 for failure.

sycosauth: This graphical application is the main interface for the users to the authorization
system.

OPTIONS

The options of the sycosauth application are placed in the X resource Þle
$COSROOT/app-defaults/Sycosauth. Here is a description of those
options:

Name Default Value Description

minPwdLength 5 minimum length for passwords

graceTime 10 time (in days) to warn the user before his password will
expire

expireTime 100 time (in days) before the password expires
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For the RCS commands above (checkOutCmd, checkInCmd and unlock-
Cmd), use the %FILE% and %MESS% placeholders for respectively the
Þlename and a revision message.

update_authÞle.pl: NAME:

update_authÞle.pl -- edit the source authorization database

DESCRIPTION:

This script can be used to edit the source authÞle. Supported functionalities
are:

¥ insert one person with its attributes and its groups

¥ delete one person

¥ change the attribute value given attributes of a user

¥ add a person to a given group

¥ remove a person from a given group

¥ update all attributes from all users with values from the aacd server

LIMITATIONS:

¥ only supports person names in lowercase

¥ no consistency checks of any kind are made, i.e. thereÕs no check if a
given person already exists or is already member of a group

maxFailedLo-
gins

3 number of allowed login attempts

history 100 the maximum number of entries in the message history
window (this maximum is itself limited to 500)

authÞle $COSAPPL/database/auth-
Þle

location of the authÞle source

updatePasswd perl $COSROOT/bin/
update_authÞle.pl

command to update the authorization Þle

compCmd $COSROOT/bin/$ARCH/
aacd -c -o $COSAPPL/data-
base/authÞle.adb $COS-
APPL/database/authÞle

command to compile the authorization Þle

distCmd $COSROOT/bin/
instate_auth $COSAPPL/
database/authÞle.adb

command to distribute changes over the network

checkOutCmd co -q -l %FILE% command to check out and lock a Þle

checkInCmd ci -q -u -mÕ%MESS%Õ
%FILE%

command to check in and unlock a Þle

unlockCmd rcs -q -u %FILE%; chmod
u-w %FILE%; co -q
%FILE%

command to unlock a Þle and check out the lastest revi-
sion

Name Default Value Description
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SYNOPSIS:

perl $COSROOT/bin/update_authÞle.pl [-f authÞle] (-i|-d|-c|-u)
[-p person] [-a attr=ÓvalÓ [-a ...]]
[-g (group|AacAny) [-g ...]]

ARGUMENTS:

-f -- location of the authÞle (default is $COSAPPL/database/authÞle)
-i -- insert
-d -- delete
-c -- change
-u -- update
-p -- person
-a -- attribute name and its value (may be repeated)
-g -- group name or AacAny meaning all groups (may be repeated)

EXAMPLES:

¥ Add a new user to the groups ENGINEER and SYSADMIN:
perl update_authfile.pl -i -p phil
-a ÔREALNAME=ÓPhilippe CadeÓÕ
-a ÔPASSWORD=ÓII2G54Yjhn7rYÓÕ
-a ÔEXPIRES=ÓnoÓÕ -a ÔFAILEDLOGINS=Ó0ÓÕ
-a ÔDISABLED=ÓnoÓÕ
-g ENGINEER -g SYSADMIN

¥ Delete user phil:
perl update_authfile.pl -d -p phil

¥ Change the password and the expiration date attribute for user phil:
perl update_authfile.pl -c -p phil
-a ÔPASSWORD=ÓYJeSr14TfWltUÓÕ
-a ÔEXPIRES=Ó20020101ÓÕ

¥ Add user phil to groups SYSADMIN and SUPERVISOR:
perl update_authfile.pl -i -p phil
-g SYSADMIN -g SUPERVISOR

¥ Remove user phil from groups SYSADMIN and SUPERVISOR:
perl update_authfile.pl -d -p phil
-g SYSADMIN -g SUPERVISOR

¥ Remove user pgil from all groups:
perl update_authfile.pl -d -p phil -g AacAny

¥ Update all attributes from all users with the values from the server:
perl update_authfile.pl -u
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8. EXAMPLES of CONFIGURA TION FILES

8.1. Example of Authorization ConÞguration File

This chapter contains a full ßedged example source of an authorization database
that the development team uses in their environment.

/*
=========================================================================
 * SECTION 1:
 * Default settings and Compiler Directives
=========================================================================
 */

/*
 * Our authorization model requires that a person is only member
 * in *one* group
 */
UNIQUE GROUP FOR PERSON

/*
 * The authentication application requires at least two attributes for each
 * person:
 * PASSWORD: cleartext password of the user, may not contain a Ô:Õ
 * REALNAME: Full name of person, may not contain a Ô:Õ
 */
MANDATORY ATTRIBUTES OF PERSON

PASSWORD REALNAME DISABLED FAILEDLOGINS

/*
=========================================================================
 * SECTION 2:
 * Definition of PERSONS, FUNCTIONS and OBJECTS
=========================================================================
 */

PERSON wjg
ATTRIBUTES

PASSWORD=Ó+khj/?hdjsywÓ REALNAME=ÓWolf GeldmacherÓ

EXPIRES=ÓÓ DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó
PERSON rolf

ATTRIBUTES
PASSWORD=Ó;lkÕÓ[okjhÓ REALNAME=ÓRolf BreitensteinÓ

EXPIRES=ÓÓ DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó
PERSON markus

ATTRIBUTES
PASSWORD=Ód4/*hj5hj$Ó  REALNAME=ÓMarkus SchmidÓ

EXPIRES=Ó20010731Ó DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó
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PERSON denis
ATTRIBUTES

PASSWORD=Ó,jsd0wd0654Ó REALNAME=ÓDenis JuilletÓ

EXPIRES=Ó20010815Ó DISABLED=ÓyesÓ FAILEDLOGINS=Ó3Ó

PERSON oper
ATTRIBUTES

PASSWORD=Ó]aslpsonjksÓ  REALNAME=ÓPlant OperatorÓ

EXPIRES=Ó20010618Ó DISABLED=ÓyesÓ FAILEDLOGINS=Ó0Ó

PERSON super
ATTRIBUTES

PASSWORD=Ó\pijii\sji]sÓ  REALNAME=ÓPlant SupervisorÓ

EXPIRES=ÓÓ DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó

PERSON chem
ATTRIBUTES

PASSWORD=Ó565Hghvga55ÕÓ  REALNAME=ÓPlant ChemistÓ

EXPIRES=ÓÓ DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó

PERSON engin
ATTRIBUTES

PASSWORD=Óygd5+kl=8ksÓ  REALNAME=ÓPlant EngineerÓ

EXPIRES=ÓÓ DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó

/*
 * Here we have to define all UNIX uidÕs (user idÕs), from which
 * an access may be made to the authorization server. These are
 * typically all operator accounts, the application account, the
 * SyCOS account, the extol account (in connection with the ÔOPEN
 * PROCESSÕ instruction).
 */

PERSON root
ATTRIBUTES

PASSWORD=ÓgagfgÕ.ow88|[o0Ó REALNAME=ÓsuperuserÓ

DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó

PERSON ocx01 ocx02 ocx03 ocx04 ocx05 ocx06
ATTRIBUTES

PASSWORD=ÓÓ REALNAME=ÓSyCOS operatorÓ
DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó

PERSON stp
ATTRIBUTES

PASSWORD=ÓÓ REALNAME=ÓSyCOS applicationsÓ
DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó

PERSON sycos
ATTRIBUTES

PASSWORD=ÓÓ REALNAME=ÓSyCOS administratorÓ
DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó
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PERSON extol
ATTRIBUTES

PASSWORD=ÓÓ REALNAME=ÓEXTOL applicationsÓ
DISABLED=ÓnoÓ FAILEDLOGINS=Ó0Ó

/*
 * Definitions of person groups. The groups
 * OPERATOR, SUPERVISOR, CHEMIST, ENGINEER and SYSADMIN are the
 * mandatory predefined groups.
 */
PERSON GROUP OPERATOR

oper

PERSON GROUP SUPERVISOR
super

PERSON GROUP CHEMIST
chem

PERSON GROUP ENGINEER
rolf markus denis wjg

PERSON GROUP SYSADMIN
root

PERSON GROUP UnixAccounts
ocx01 ocx02 ocx03 ocx04 ocx05 ocx06 stp

/*
 * Definitions of functions. All of the functions in this chapter are
 * mandatory i.e., they are defined in the SyCOS system.
 */
FUNCTION

DB_FIELD.SMFL DB_FIELD.ADDR DB_FIELD.INP DB_FIELD.POLL
DB_FIELD.HIHI DB_FIELD.LOLO DB_FIELD.KP DB_FIELD.KI DB_FIELD.KD
DB_FIELD.IVAL DB_FIELD.OVR DB_FIELD.NMFL DB_FIELD.OUTA
DB_FIELD.OUT DB_FIELD.OHC DB_FIELD.OLC DB_FIELD.OROC
DB_LINKIO DB_LINKRADDR DB_LINKHW DB_LINKCRD DB_CREATDBBLOCK
DB_DELETDBBLOCK DB_SETEQUATION DB_SIMON DB_TOMAINT

FUNCTION
DB_FIELD.DHI DB_FIELD.DLO DB_FIELD.HI DB_FIELD.LO
DB_FIELD.ROC DB_FIELD.AHI DB_FIELD.ALO DB_FIELD.AROC
DB_DRIVEAOT DB_DRIVEDOT DB_TONORM DB_SIMOFF

FUNCTION
DB_FIELD.DEST DB_FIELD.RESE DB_FIELD.STPT DB_FIELD.ENA
DB_FIELD.DSPN DB_FIELD.DZER DB_FIELD.AM
DB_TOAUTO DB_TOMANUAL DB_OPENCASCADE DB_CLOSECASCADE
DB_SETPOINT DB_OUTPUT DB_DRIVE DB_ACKSENSOR DB_ACKDEVICE

FUNCTION
EX_OPKILL EX_OPRESUME EX_OPSUSPEND
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FUNCTION
EX_OPRUN EX_OPHOLD EX_OPRESTART EX_RECINSTATE

FUNCTION
TRND_IMPORT TRND_EXPORT

FUNCTION
TRND_START TRND_STOP TRND_MODIFY

/*
 * A sample function for a specific EXTOL unit variable
 */
FUNCTION

EX_VARIABLE.WAIT_TICKS

/*
 * The following section defines arbitrary function names,
 * defined by the user for his application.
 */
FUNCTION

OPDEC_LEVEL1 OPDEC_LEVEL2 OPDEC_LEVEL3

FUNCTION
MANOP_LEVEL1 MANOP_LEVEL2 MANOP_LEVEL3

/*
 * Function group definitions
 */
FUNCTION GROUP HIGH_LEVEL_DB

DB_FIELD.SMFL DB_FIELD.ADDR DB_FIELD.INP DB_FIELD.POLL
DB_FIELD.HIHI DB_FIELD.LOLO DB_FIELD.KP DB_FIELD.KI DB_FIELD.KD
DB_FIELD.IVAL DB_FIELD.OVR DB_FIELD.NMFL DB_FIELD.OUTA
DB_FIELD.OUT DB_FIELD.OHC DB_FIELD.OLC DB_FIELD.OROC
DB_FIELD.B DB_FIELD.C DB_FIELD.D DB_FIELD.E
DB_LINKIO DB_LINKRADDR DB_LINKHW DB_LINKCRD DB_CREATDBBLOCK
DB_DELETDBBLOCK DB_SETEQUATION

FUNCTION GROUP MED_LEVEL_DB
DB_FIELD.DHI DB_FIELD.DLO DB_FIELD.HI DB_FIELD.LO
DB_FIELD.ROC DB_FIELD.AHI DB_FIELD.ALO DB_FIELD.AROC
DB_DRIVEAOT DB_DRIVEDOT

FUNCTION GROUP LOW_LEVEL_DB
DB_FIELD.DEST DB_FIELD.RESE DB_FIELD.STPT DB_FIELD.ENA
DB_FIELD.DSPN DB_FIELD.DZER DB_FIELD.AM
DB_TOAUTO DB_TOMANUAL DB_OPENCASCADE DB_CLOSECASCADE
DB_SETPOINT DB_OUTPUT DB_DRIVE DB_ACKSENSOR DB_ACKDEVICE

FUNCTION GROUP HIGH_LEVEL_EX
EX_OPKILL EX_OPRESUME EX_OPSUSPEND

FUNCTION GROUP LOW_LEVEL_EX
EX_OPRUN EX_OPHOLD EX_OPRESTART EX_RECINSTATE
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FUNCTION GROUP FuncUnknown
AacUnknown

/*
 * Object definitions. These are the unit names from the database for our
 * example application
 */
OBJECT

UNIT1 UNIT2 UNIT3 UNIT101 UNIT102

/*
 * Object groups may be (optionally) used to ease the task of access right
 * definition.
 */
OBJECT GROUP AllUnits

UNIT1 UNIT2 UNIT3 UNIT101 UNIT102

OBJECT GROUP Campaign
UNIT1 UNIT2 UNIT101

OBJECT GROUP UnitUnknown
AacUnknown

/*
 * Specifications for the internally used functions/objects
 * NOTE:
 * AacUnknown designates the unknown P/PG/F/FG/O/OG
 * AacAny is reserved for special use.
 */
FUNCTION GROUP AacUserFunctions

AacValidate /* validate for other users */
AacList /* list membership/access rights */

FUNCTION GROUP AacAdminFunctions
AacValidate /* validate access rights for ~self */
AacList /* list membership/access rights    */
AacInsert /* Insert members/rights/attributes */
AacDelete /* Delete members/rights/attributes */
AacUpdate /* Update members/rights/attributes */
AacDump /* Dump database to file or screen  */
AacRead /* Read database from compiled file */

OBJECT GROUP AacUserObjects
AacAttribute /* The attributes of an entry       */
AacMembership /* The group memberships            */
AacPerson /* The table of persons             */

OBJECT GROUP AacAdminObjects
AacPerson /* The person table             */
AacPersonGroup /* The person group table       */
AacFunction /* The function table           */
AacFunctionGroup /* The function group table     */
AacObject /* The object table             */
AacObjectGroup /* The object group table       */
AacAttribute /* Attributes of the entry      */
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AacMembership /* The membership relation      */
AacAccess /* The access relation          */
AacSelf /* The calling person           */

/*
=========================================================================
 * SECTION 3:
 * ACCESS Definitions
=========================================================================
 */

/*
 * The following access definition is required so that programs
 * executing on behalf of these users (e.g.: GEDIT, GRP, etc.)
 * can perform an access check.
 */

ACCESS PERSON GROUP UnixAccounts
FUNCTION GROUP AacUserFunctions
OBJECT GROUP AacUserObjects

ACCESS PERSON rolf markus wjg denis
FUNCTION GROUP AacUserFunctions
OBJECT GROUP AacUserObjects

ACCESS PERSON root wjg rolf sycos
FUNCTION GROUP AacAdminFunctions
OBJECT GROUP AacAdminObjects AacUserObjects

ACCESS PERSON root
FUNCTION AacUnknown
OBJECT AacUnknown

/*
 * Now for the more specific authorizations for the assumed application
 */

ACCESS PERSON GROUP OPERATOR
FUNCTION GROUP LOW_LEVEL_DB LOW_LEVEL_EX
OBJECT GROUP Campaign

ACCESS PERSON GROUP SUPERVISOR
FUNCTION GROUP LOW_LEVEL_DB LOW_LEVEL_EX MED_LEVEL_DB
OBJECT GROUP Campaign

ACCESS PERSON GROUP CHEMIST
FUNCTION GROUP LOW_LEVEL_DB LOW_LEVEL_EX

MED_LEVEL_DB HIGH_LEVEL_DB HIGH_LEVEL_EX
OBJECT GROUP Campaign

ACCESS PERSON GROUP ENGINEER
FUNCTION GROUP LOW_LEVEL_DB LOW_LEVEL_EX

MID_LEVEL_DB HIGH_LEVEL_DB
HIGH_LEVEL_EX FuncUnknown

OBJECT GROUP AllUnits UnitUnknown
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8.2. Example of System ConÞguration File

# Description of the sycos_ref01 configuration

NETWORK: sycos_ref01

COSROOT: Ò/opt/sycosÓ
COSAPPL: Ò/home/stpÓ
COSDEVS: Ò/devÓ
COSLOGS: Ò/home/bhfÓ

AUTHENTICATION:
SESSION  UNIQUE  COVER COMMENT

END AUTHENTICATION

USER: stp
UID: 2900
GID: 1000
COMMENT: ÒAppl AccntÓ
SHELL: Ò/bin/kshÓ
HOME: Ò/home/stpÓ

END USER

USER: sycos
UID: 1000
GID: 1000
COMMENT: ÒSys Adm AccntÓ
SHELL: Ò/bin/kshÓ
HOME: Ò/home/sycosÓ

END USER

USER: ocx01
UID: 2951
GID: 1000
COMMENT: ÒOper AccntÓ
SHELL: Ò/bin/kshÓ
HOME: Ò/home/sycosÓ

END USER

PIC: fs02
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒHewlett-PackardÓ
CPU: ÒB132LÓ
MEMSIZE:64 IP: 192.37.248.7

                SERVER DISTRIBUTION:    MASTER
                SERVER TIME:            MASTER

SERVER FILE: MASTER
SERVER AUTHORIZATION: MASTER

# Description of all peripheral devices connected to this PIC

MODEM: modem
LOCATION:Òsycos_ref01 testing areaÓ
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MANUFACTURER:ÒUS RoboticsÓ

DIALIN DEVICE: Ò/dev/modemÓ
TYPE: RAW MAJOR: 1 MINOR: 0x090004

END DEVICE

DIALOUT DEVICE: Ò/dev/ttym0Ó
TYPE: RAW MAJOR: 1 MINOR: 0x090000

END DEVICE
END MODEM

PRINTER: lp
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒHP Laserjet 4Ó

DEVICE:Ó/dev/lpparÓ
TYPE: RAW MAJOR: 21 MINOR: 0x0c0000

END DEVICE
END PRINTER

PRINTER: at011
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:Òalarm typer impact printerÓ

DEVICE:Ó/dev/at011Ó
TYPE: RAW MAJOR: 1 MINOR: 0x050204

END DEVICE
END PRINTER

CONSOLE: fs02
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒHewlett-PackardÓ
AUTHENTICATION:

SESSION UNIQUE
END AUTHENTICATION

END CONSOLE

CONSOLE: ocx01
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒHP 700/RXÓ
IP: 192.37.248.22

AUTHENTICATION:
FUNCTION TIMEOUT 60  UNIQUE  COMMENT

END AUTHENTICATION

END CONSOLE

CONSOLE: ocx02
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒHP 700/RXÓ
IP: 192.37.248.23

AUTHENTICATION:
FUNCTION  UNIQUE  COVER COMMENT
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END AUTHENTICATION

END CONSOLE

TREND: fs02Trend
TYPE:GLOBAL LOCAL
QUOTA:10
SOFTQUOTA: 80
HARDQUOTA: 95
PATH:Ò/home/trendÓ

END TREND

STORAGE: cartridge
MANUFACTURER:ÒHPÓCAPACITY:133
DEVICE: Ò/dev/update.srcÓ

TYPE: RAW MAJOR: 4 MINOR: 0x070300
END DEVICE

END STORAGE

PAGER: pager
LOCATION: ÒIn reality it does not existÓ
MANUFACTURER: ÒEricssonÓ
DEVICE: Òdev/ttypagerÓ

TYPE:RAW MAJOR: 1 MINOR: 0x0900004
END DEVICE
CONFIGURATION: Ò/home/stp/database/pager/pager.cfgÓ

END PAGER

# Application dependend description

ALARMDESTINATIONS:
ADI: 10 ocx01 IMPLEMENTED BY ocx01
ADI: 11 ocx02 IMPLEMENTED BY ocx02
ADI: 13 at011 IMPLEMENTED BY at011
BHF

END ALARMDESTINATIONS

BACKUP: image IMPLEMENTED BYcartridge END BACKUP
END PIC

MFC: mfc01
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒMotorolaÓ
CPU: ÒMVME167Ó
MEMSIZE:32 IP: 192.37.248.12

BOOT HOST: fs02

NFSAUTH:  HOST: Òfs02Ó   UID: 2900 GID: 1000 END NFSAUTH
NFSMOUNT: HOST:Òfs02Ó   FILESYSTEM: Ò/homeÓ

DEVICENAME:Ò/homeÓ
END NFSMOUNT

WATCHDOG: WDG01STP
LOCATION:Òsycos_ref01 testing areaÓ
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MANUFACTURER:ÒPepperl & FuchsÓ
PULSWIDTH:1PERIOD: 5
CYCLE: 1 LINKCHECK:TRUE

END WATCHDOG
END MFC

MFC: mfc02
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒMotorolaÓ
CPU: ÒMVME147Ó
MEMSIZE:32 IP: 192.37.248.13

BOOT HOST: fs02

NFSAUTH:  HOST: Òfs02Ó   UID: 2900 GID: 1000 END NFSAUTH
NFSMOUNT: HOST:Òfs02Ó   FILESYSTEM: Ò/homeÓ

DEVICENAME:Ò/homeÓ
END NFSMOUNT

WATCHDOG: WDG02STP
LOCATION:Òsycos_ref01 testing areaÓ
MANUFACTURER:ÒPepperl & FuchsÓ
PULSWIDTH:1PERIOD: 5
CYCLE: 1 LINKCHECK:TRUE

END WATCHDOG
END MFC

ERROR DEVICE:ocx01
ERROR DEVICE:at011
ERROR DEVICE:BHF

END NETWORK
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9. EBNF Syntax of the authorization Þle

Here is the full syntax deÞned for the authorization source Þle:

auth_database
: config_list declaration_list access_list
| config_list declaration_list
| declaration_list access_list
| declaration_list
| /* EMPTY */

config_list
: config
| config_list config

config
: MANDATORY ATTRIBUTES OF spec list
| UNIQUE GROUP FOR simple_spec

declaration_list
: declaration
| declaration_list declaration

declaration
: simple_spec list optional_attributes
| group_spec Name optional_attributes
| group_spec Name list optional_attributes

access_list
: access
| access_list access

access
: ACCESS spec list spec list
| ACCESS spec list spec list DENIED
| ACCESS spec list spec list spec list
| ACCESS spec list spec list spec list ALLOWED
| ACCESS spec list spec list spec list DENIED

spec
: simple_spec
| group_spec

simple_spec
: PERSON
| FUNCTION
| OBJECT

group_spec
: PERSON GROUP
| FUNCTION GROUP
| OBJECT GROUP

list
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: Name
| list Name

optional_attributes
: /* EMPTY */
| ATTRIBUTES attribute_list

attribute_list
: attribute
| attribute_list attribute

attribute
:  Name Ô=Õ Name
| Name

¥ Terminal symbols start with a capital letter and have been rendered bold in
this description. Single characters within single quotes are also terminal sym-
bols.

¥ C-style comments are used to explicitly show productions that may be empty.

¥ The terminal symbolName is a sequence of characters other than Ô Ô (0x20),
Ô\tÕ (0x09), Ô\nÕ (0x0d), ÔÓÕ (0x22) and Ô=Õ (0x3d) or a quoted C-style string
spanning not more than a single line. All other terminal symbols are recog-
nized exactly as shown.

¥ The additional terminal symbolAacAny  is reserved and may not occur any-
where in the source.

¥ The intalicized constructs are foreseen but currently not implemented.
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10. Appendices

10.1. ConÞguration File Format (Skeleton)

The following example shows the conÞguration of a network with three con-
soles. The network default setting is SESSION COVER UNIQUE, the Þrst con-
sole is conÞgured for TIMEOUT style authentication, the second console is
conÞgured for FUNCTION style authentication. The third console does not have
any special authentication information associated with it, therefore the network
default setting will be used (conÞguration information not relating to the authen-
tication subsystem has been replaced by ellipses for brevity):

NETWORK: sycos01
...
AUTHENTICATION: # system wide authentication default

SESSION COVER UNIQUE
END AUTHENTICATION
...
PIC: sycos1

...
CONSOLE console1

AUTHENTICATION # specific authentication for console1
TIMEOUT 60

END AUTHENTICATION
...

END CONSOLE

CONSOLE: console2 # specific authentication for console2
AUTHENTICATION:

FUNCTION
END AUTHENTICATION
...

END CONSOLE

CONSOLE: console3
... # no authentication => network default

END CONSOLE
...

END PIC
...

END NETWORK
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